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SECURE MESSAGING

Letter Envelope Signature / Signet Ring Postal Service

Message Encryption Digital Signature
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CRYPTOGRAPHY IN THE WILD

Idea formalized by Paterson & Albrecht, meaning:

o"...to find examples of cryptography being used in standards, 
products or deployed systems.

o"...to analyse them by either finding vulnerabilities and reporting 
them or by building security models and proofs for the 

cryptographic cores of these systems"

Applied to password managers, cloud storage, whistleblowing

Especially E2E messengers: Matrix, Threema, Telegram, Signal
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HOW IT STARTED
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HOW IT IS GOING
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WHAT IS LINE?

• Super App

• LY Corp. HQ in Japan                    

(Line-Yahoo)

• 200M monthly users (1B, yearly):

o Japan: 89M = 85% of pop.

o Thailand: 51M

o Taiwan: 21M = 90% of pop.

o Indonesia: 13M

"Letter Sealing implies all end-to-
end encrypted (E2EE) protocols 
integrated in LINE’s messaging […] 
Although the first version of Letter 
Sealing encountered message 
data integrity issues, Letter Sealing 
v2 guarantees stronger protection 
over messages, with all the issues 
resolved"
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WHAT IS LINE?
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LETTER SEALING V1 X V2
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WHERE IS LS APPLIED? 
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LETTER SEALING V2
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PRESENTATION OVERVIEW

End-to-End 

Encryption
The Fun! 

+ demos

Protocol + 

Implementation
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WHAT IS E2EE?

No clear consensus definition.

Confidentiality Integrity Authentication
Forward 

Secrecy
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TLS + E2EE

TLS #1

A B

"Hello"
A said

"Hello"

E2EE
"???"

TLS #2
E2EE
"???"

E2EE
"???"

E2EE
"???"

E2EE
"???"

A sends this to B:
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THREAT MODELS:
MALICIOUS SERVER (E2EE ADVERSARY)

A B
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THREAT MODELS:
MALICIOUS SERVER + USER

A B
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THREAT MODELS:
MACHINE-IN-THE-MIDDLE (MITM)

A B
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PRESENTATION OVERVIEW

End-to-End 

Encryption
The Fun! 

+ demos

Protocol + 

Implementation
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ONE-TO-ONE CHATS:
KEY GENERATION

PKA PKB

SKA SKB

A B
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ONE-TO-ONE CHATS:
ENCRYPTION

PKA PKB

SKA SKB

A B

Msg: "Hello"

From: "A"

To: "B"

Salt, Counter
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GROUP CHATS:
KEY GENERATION

A B
C

SKG

SKG

SKG
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GROUP CHATS:
ENCRYPTION

A B

Msg: "Hello"

From: "A"

To: "Group G"

Salt, Counter

C

SKA



7. MAY 2026

V2 SECURITY

ASSOCIATE PROFESSOR

DIEGO F. ARANHA

AARHUS UNIVERSIT Y

DEPARTMENT OF COMPUTER SCIENCE

Ændr 2. linje eller ord til

AU Passata Bold

7. MAY 2026

V2 SECURITY

ASSOCIATE PROFESSOR

DIEGO F. ARANHA

AARHUS UNIVERSIT Y

DEPARTMENT OF COMPUTER SCIENCE

ENCRYPTION IN LSV2

• One-to-one chats: • Group chats:

Key Material generated ONCE Group Key regenerated at UPDATE
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OVERVIEW OF FINDINGS

Target Attack Threat Model

All chats

Replay, reorder, blocking E2E or MitM attacker

Impersonation Malicious user with E2E/MitM

Plaintext leakage (stickers + 

URLs)
E2E or MitM attacker
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EXPERIMENTAL SETUP

A B

Honest iOS + Certificate

LineJS + Certificate
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PRESENTATION OVERVIEW

End-to-End 

Encryption
The Fun! 

+ demos

Protocol + 

Implementation
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REPLAY ATTACKS

Protocol is stateless (counters are not 

synchronized or checked).

In message from Alice to Bob, counters 

initially match.

Server adds its own counters, which can 

be tampered with by MitM attacker.

Changed by server 
without problem.

Changed by server 
without problem.
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REPLAY ATTACKS:
OVERVIEW

A B

Msg: "Hello"

From: "A"

To: "B"

Salt, Counter

SKBSKA

PKA PKB

Msg: "Hello"

From: "A"

Salt

Counter = 0
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REPLAY ATTACKS:
OVERVIEW

A B

Msg: "Hello"

From: "A"

To: "B"

Salt, Counter

SKBSKA

PKA PKB
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REPLAY ATTACKS:
TECHNICAL DETAILS

Msg: "Hello"

To: "B"

Salt

Counter || rand(4)

E2EE: 

Metadata: 

From: A                 To: B                  Salt, Counter || rand(4)

A

SKA

Thrift Encoding
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REPLAY ATTACKS:
TECHNICAL DETAILS

Msg: "Hello"

To: "B"

Salt

Counter || rand(4)

E2EE: 

Metadata: 

From: A                 To: B                  Salt, Counter || rand(4)

Thrift Encoding Encoded_Counter[0] = 0xFF
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REPLAY ATTACKS:
THRIFT ENCODING

Input Encoded 

Positive Even

0 0

Negative Odd0

1

2

3

4

5

6

7

-3 -2 -1 0 1 2 3

E
n

c
o

d
e

d
 v

a
lu

e

Counter value

Zig-zag Encoding
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REORDER AND BLOCKING ATTACKS

• There is no way to detect reordered messages.

• There is no way to detect dropped messages. 

• Counters could be used to ensure consistent state!
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IMPERSONATION ATTACKS:
OVERVIEW

A B

Msg: "Hello"

From: "B"

To: "Group G"

Salt + Counter

C

SKA SKB
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IMPERSONATION ATTACKS:
TECHNICAL DETAILS

A

Msg: "Hello"

From: "B"

To: "Group G"

Salt + Counter

SKA

E2EE

Metadata: 

From: A To: Group G 
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IMPERSONATION ATTACKS:
TECHNICAL DETAILS

Msg: "Hello"

From: "B"

To: "Group G"

Salt + Counter

E2EE

Metadata: 

From: B To: Group G 

C
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IMPERSONATION ATTACKS:
TECHNICAL DETAILS

Msg: "Hello"

From: "B"

To: "Group G"

Salt + Counter

E2EE

Metadata: 

From: B To: Group G 

C
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PUTTING IT ALL TOGETHER

E2E attacker capabilities:

• Read receipts and reactions can be forged.

• Messages can be blocked or reordered at will.

• Metadata can be altered without detection.

• Can force key rotation by adding a colluding user.

We conclude that:

• The E2E attacker can manufacture a group chat between a 

subset of users that will look legitimate to others.
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STICKER LEAKAGE

Stickers are not sensitive, right? 

Guess the word matching the stickers:
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STICKER LEAKAGE

Typing: Previewing: Sending:

• "Anonymous lookup" -> leaks User-Agent

• Allows the server to add spyware stickers
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URL LEAKAGE

• Allows the server to censor URLs

• Trade-off between privacy and phishing
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VIOLATED SECURITY GOALS

Attack Violated Security Property

Replay, reorder, blocking Integrity

Impersonation Integrity, Authentication

Plaintext leakage (stickers + URLs) Confidentiality

No continuous key rotation = no Forward Secrecy by design

No continuous key rotation = no Forward Secrecy by design
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COORDINATED DISCLOSURE

Disclosure timeline:

• Initial contact in June 2025

• Response by (confused) bug bounty team 2 weeks later

• Routed to CSIRT instead

• First proper response by stakeholders in early August

• Statement provided 2 weeks later

• Minimal feedback on draft and slides

• Insistence on highlighting MITM scenario for experiments
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COORDINATED DISCLOSURE

LINE recognizes that replay/block/reorder "are all limitations inherent in our 

protocol design, of which we were aware." 

They "chose to prioritize user experience, which is why we use the server

reception timestamp instead, leading to the cryptographic protocol issues".

Metadata has "historically been treated as non-sensitive", but LINE is "updating 

both our threat model and our encryption report accordingly."
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COORDINATED DISCLOSURE

With regards to impersonation, "there are checks at the server level preventing 

impersonated messages from being sent through our infrastructure, but we 

understand this is not a sufficient countermeasure in the E2EE threat model."

Plaintext leakage "is a result of how we chose to balance privacy with usability.":

• Private lookups for stickers has been considered, but inefficient at scale

• URL and sticker previews are opt-out features

LINE is committed to "improving our security and are looking into updating our 

cryptographic protocol. We will consider how to better address some of the issues 

you reported, as well as other limitations mentioned in our public encryption 

report."
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AFTERMATH
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SIGNAL:
THE DOUBLE RATCHET

Source: https://commons.wikimedia.org/wiki/File:Ratchet_Drawing.svg
License: CC BY-SA 3.0
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SIGNAL: THE SYMMETRIC RATCHET
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SIGNAL: THE DH RATCHET
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SIGNAL: THE DH RATCHET
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SIGNAL: THE DH RATCHET
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KEY TAKEAWAYS

As a LINE user, you implicitly trust the server to:

• Deliver all messages in-order

• Not snoop into what you are typing (stickers + URL)

• Not collude in impersonation attacks

This is not how E2EE is supposed to work.
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KEY TAKEAWAYS

Three lessons to learn:

• Design for security from ground up: reuse standards/best practices

• Include as much as possible in the E2EE scope

• Beware of evolving threat models (critical infra in Taiwan)

linebreak.info
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SIGNAL: GROUP CHATS

• Phase 1 (TextSecure, early Signal):

o Group messages are O(n) encryptions, one per DH Ratchet

o MAC prevent impersonation)

• Phase 2 (modern Signal & WhatsApp):

o all members share one symmetric ratchet per sender (MAC can 

be forged)

o Sender keys and signatures were introduced to prevent 

impersonation.
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PRESS COVERAGE

• LINE Messaging Bugs Open Asian Users to Cyber Espionage: 

https://www.darkreading.com/application-security/line-

messaging-bugs-asian-cyber-espionage

• Examining the design philosophy of LINE Letter Sealing v2 from the 

official E2EE” perspective, starting with ─ the server is not trusted 

(In Japanese): https://innovatopia.jp/cyber-security/cyber-

security-news/75019/

https://www.darkreading.com/application-security/line-messaging-bugs-asian-cyber-espionage
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