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Abstract. Homomorphic secret sharing (HSS) is a cryptographic frame-
work enabling clients to distribute private inputs among multiple servers.
These servers subsequently evaluate a function over the shares without
compromising the confidentiality of the underlying data. In an additive
HSS scheme, the final result is reconstructed by summing the output
shares provided by the servers. Although efficient, standard HSS assumes
that servers follow the protocol honestly. Verifiable HSS (VHSS) adds a
layer of security by requiring servers to prove their computations are
correct, protecting against active adversaries that might return modi-
fied output shares. However, most existing VHSS schemes are restricted
to threshold adversary structures and rely on cryptographic assump-
tions, lacking information-theoretic security. Moreover, the few existing
information-theoretic schemes exhibit significant limitations. They either
restrict the adversary to multipartite structures, incur an impractical
O(md) proof size overhead, or require a stronger Qd+1 adversary struc-
ture (where no d+1 unauthorized subsets cover all the servers) to evalu-
ate degree-d polynomials. This paper addresses these gaps by proposing
a generic compiler that transforms any standard additive information-
theoretic HSS scheme into a VHSS scheme capable of evaluating full
degree-d polynomials. Our compiler supports general adversary struc-
tures of type Qd and achieves a significantly smaller, linear proof size
of O(m). To the best of our knowledge, this is the first information-
theoretic VHSS scheme for degree-d polynomial evaluation over Qd ad-
versary structures with linear proof size.

Keywords: Homomorphic Secret Sharing · Information-Theoretic · Ver-
ifiable · Polynomial Evaluation · General Adversary Structures.

1 Introduction

Secret sharing (SS) is a fundamental cryptographic primitive protecting private
inputs from leakage by dividing them into shares and distributing them among
n servers. This ensures predefined authorized subsets of servers can reconstruct
the input while unauthorized subsets obtain no information regarding it. Shamir
[24] and Blakley [3] introduced threshold SS, which requires at least t servers to
form an authorized subset. Ito et al. [18] later extended SS to support general



access structures, where authorized subsets comprise an arbitrary collection of
server subsets. SS schemes have been widely used in various cryptographic and
distributed applications such as unconditionally secure multiparty computation
(MPC) [1,9,13,17].

Barkol et al. [2] introduced the concept of d-multiplicative SS (d-MSS) to
address open problems in MPC, particularly secure polynomial evaluation. An
SS scheme is termed d-multiplicative if servers can locally transform the input
shares of d private inputs into additive shares of their product. It was proven that
a d-MSS scheme exists if and only if the set of all unauthorized subsets, called an
adversary structure, is of type Qd. This type guarantees that no d unauthorized
subsets can cover all servers. Subsequently, Boyle et al. [5] proposed homomor-
phic SS (HSS), which enables servers to locally evaluate functions on input shares
without interaction. In additive HSS, the simplest variant, the output shares are
additive shares of the function’s output. Consequently, any d-MSS scheme can be
seen as an HSS scheme for degree-d monomials, and can naturally be extended
to an HSS scheme for degree-d polynomials through a linear combination of the
monomial output shares.

Upon receiving the output shares from the servers, the client reconstructing
the final output must detect any malicious servers that may have transmitted in-
correct shares. To this end, several recent works [10,11,12,15,25,26,27,28,29,30,31]
focus on the verifiability of HSS, termed verifiable HSS (VHSS). This paradigm
allows servers to locally generate proofs from their input shares, demonstrating
that the output corresponds to the correct function evaluation on the private
inputs. However, the majority of existing VHSS schemes [10,11,12,25,26,27,28]
are restricted to threshold adversary structures and lack information-theoretic
security. To the best of our knowledge, the information-theoretic exceptions are
the schemes by Yoshida and Obana [29,30,31] and Eriguchi et al. [15]. However,
existing frameworks exhibit significant limitations. The schemes in [29] require a
Qd+1 adversary structure to evaluate degree-d polynomials or otherwise only sup-
port a restricted subclass of such polynomials. Moreover, the schemes in [30,31]
exclusively verify monomials, and any trivial extension to full polynomial eval-
uation incurs an O(md) proof size overhead, where m denotes the number of
inputs. Meanwhile, although the scheme in [15] supports polynomial evaluation,
it is specifically designed for multipartite adversary structures, which heavily
restricts its applicability in general adversary settings.

Therefore, to the best of our knowledge, no prior information-theoretic VHSS
construction is known that simultaneously supports degree-d polynomial evalu-
ation over general Qd adversary structures and achieves proof size at most linear
in the number m of input values.

1.1 Our Contribution

We introduce a compiler that converts any additive information-theoretic HSS
scheme into an information-theoretic VHSS scheme for polynomial evaluation
over general adversary structures. The primary contributions are summarized
below.
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– VHSS for degree-d polynomials over Qd adversary structures. Sec-
tion 3 details a generic compiler that transforms any m-client, n-server
additive information-theoretic HSS scheme into an m-client, n-server VHSS
scheme. This transformation supports degree-d polynomial evaluation and
tolerates a Qd adversary structure ∆. Each input share consists of the un-
derlying HSS input share and three additional field elements, whereas the
output share remains a single field element. The proof requires 3m+ 1 field
elements. Although our scheme introduces an adversary success probability
of m+1

p that scales linearly with the number of inputs due to the parallel
nature of our verification checks, this bound remains practically negligible
for sufficiently large cryptographic fields and serves as a worthwhile trade-off
to compress proof sizes from O(md) down to O(m).

Furthermore, we prove the security of this VHSS scheme against unbounded
adversaries capable of corrupting any unauthorized subset of servers defined
by the adversary structure, without relying on cryptographic assumptions. To
the best of our knowledge, this represents the first information-theoretic VHSS
scheme for degree-d polynomials over Qd adversary structures with linear proof
size. Table 1 compares our proposed scheme with existing information-theoretic
VHSS schemes that support polynomial evaluation.

Table 1: Comparison of Information-Theoretic VHSS For Polynomial Evaluation

Scheme ∆1 Generic Construction Proof Size2 Function Class 3

Thm. 4 of [29] Qd+1 ✔ O(1) Pd

[15] Q
(ℓ)
d+1 ✘ O(n) Pd

Thm. 5 of [29] Qd ✔ O(1) P∗
d

[30] Qd ✔ O(md) Pd

[31] Qd ✔ O(md) Pd

Our Scheme Qd ✔ O(m) Pd

1 Type of adversary structures, where Q
(ℓ)
d+1 ⊆ Qd+1 ⊆ Qd. The notation Q

(ℓ)
d+1 indi-

cates the ℓ-partite Qd+1 adversary structure, where servers are partitioned into ℓ
subsets such that servers within the same subset assume identical roles. See [15] for
details.

2 Here, m denotes the number of clients, n denotes the number of servers, and d
represents the degree of the polynomial.

3 Pd denotes the class of degree-d polynomials, and P∗
d denotes the class of degree-

d polynomials that can be represented by xi · f1 + f2 for some variable xi and
polynomials f1 and f2 of degree at most d− 1. It can be observed that P∗

d ⫋ Pd.
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1.2 Related Work

The notion of VHSS was formally introduced by Tsaloli et al. [26]. However,
prior to [26], VHSS schemes for specific functions such as the monomials, the
selection functions and the point functions had been implicitly constructed in
the study of d-multiplicative secret sharing [30], private information retrieval
[32] and function secret sharing schemes [6], respectively.

A distinct line of research [10,11,12,25,26,27,28] focuses on the construction of
VHSS schemes for the threshold adversary structures. To the best of our knowl-
edge, these schemes rely either on computational assumptions, such as fixed
inversion problem[25,26], discrete logarithm problem [27] and learning with er-
rors problem[10,11,28] or based on the existence of homomorphic encryption
schemes[12]; consequently, they do not provide information-theoretic security
against unbounded adversaries.

Yoshida and Obana [29] introduced a compiler that transforms an additive
HSS scheme into a VHSS scheme, establishing the first information-theoretic
VHSS scheme compatible with general adversary structures. However, their ap-
proach either requires a Qd+1 adversary structure to evaluate degree-d polyno-
mials or only supports a restricted subclass of degree-d polynomials. Subsequent
research [30,31] enabled the verification of degree-d monomials over a Qd adver-
sary structure. Nevertheless, trivially extending these methods to full polynomial
evaluation incurs an O(md) proof size overhead. Eriguchi et al. [15] proposed an
HSS scheme for polynomial evaluation supporting multipartite adversary struc-
tures, which they extended into a VHSS scheme. This method, however, cannot
support general adversary structures. Furthermore, its approach to verifiability
relies on the specific properties of multipartite structures, and therefore cannot
be easily adapted to other HSS schemes.

Beyond the VHSS literature, our construction shares conceptual similarities
with authenticated secret-sharing protocols such as SPDZ [14,19], which em-
ploy MACs to enable verifiable computation over shared data. In our scheme,
quadratic checks added during the sharing phase serve a similar verification pur-
pose. However, SPDZ requires communication for every multiplication, relies on
preprocessing and computational assumptions, and tolerates any number of cor-
rupted servers as long as at least one remains honest, whereas our compiler allows
servers to evaluate polynomials locally without interaction, is preprocessing-free,
achieves information-theoretic security, and requires the Qd structure. We em-
phasize that the verification technique used here is inherently tied to the additive
and homomorphic properties of HSS, and extending it to general MPC is left as
future work.

2 Preliminaries

2.1 Notations

Let Fp denote the finite field of order p, where p is an odd prime power; equiv-
alently, Fp has odd characteristic. We denote the set of m-variate polynomials
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over Fp by Fp[X1, . . . , Xm]. For any f ∈ Fp[X1, . . . , Xm], let deg(f) denote the
degree of f , defined as the maximum degree of any monomial in f . For a finite
set S, the notation s ← S represents sampling an element s uniformly at ran-
dom from S. For any integer n > 0, let [n] = {1, . . . , n}. The power set of S
is denoted by 2S , and Sm represents the m-fold Cartesian product of S. For a
positive integer m, let s = (s1, . . . , sm) denote a vector in Sm.

2.2 Adversary Structure

We recall the notion of adversary structure [2], which specifies a collection of
unauthorized sets.

Definition 1 (Adversary Structure). An n-server adversary structure is a
collection of sets ∆ ⊆ 2[n] that is closed under subsets. Formally, if A ∈ ∆ and
B ⊆ A, then B ∈ ∆.

We assume that ∆ contains a non-empty subset of [n]. This assumption
is justified because if ∆ = {∅}, every non-empty subset would be authorized,
implying that any single server could recover the secret.

Definition 2 (Adversary Structure of Type Qd [2]). Let n and d be positive
integers, and let ∆ be an n-server adversary structure. The adversary structure ∆
satisfies the Qd property if, for any d sets T1, . . . , Td ∈ ∆, the union T1∪· · ·∪Td ̸=
[n]. In other words, no collection of d unauthorized sets can cover the entire set
of servers.

2.3 Homomorphic Secret Sharing

We recall the notation of homomorphic secret sharing (HSS) [7,20]. The defi-
nitions presented here pertain to the information-theoretic setting and focus on
the evaluation of polynomials.

Definition 3 (Homomorphic Secret Sharing). An (information-theoretic)
m-client n-server homomorphic secret sharing scheme for degree-d polynomials
over Fp, denoted by HSS = (SHARE,EVAL,DEC), comprises the following algo-
rithms.
– (in

(j)
i )i∈[n] ← SHARE(j, x(j)): On input of a client index j ∈ [m] and a value

x(j) ∈ Fp, the sharing algorithm outputs a tuple of input shares (in
(j)
i )i∈[n],

where in
(j)
i ∈ {0, 1}α.

– outi ← EVAL(i, f, (in
(j)
i )j∈[m]): On input of a server index i ∈ [n], a descrip-

tion of an m-variate polynomial f ∈ Fp[X1, . . . , Xm] with deg(f) ≤ d, and a
set of m input shares (in

(j)
i )j∈[m], the evaluation algorithm outputs a share

outi ∈ {0, 1}β.
– y ← DEC((outi)i∈[n]): On input of the output shares (outi)i∈[n], the decoding

algorithm reconstructs the final output y ∈ Fp.
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The parameters α = α(n) and β = β(m,n) denote the bit-lengths of the input
and output shares, respectively.

Definition 4 (Correctness of HSS). An m-client n-server HSS scheme for
degree-d polynomials over Fp is correct if for any polynomial f ∈ Fp[X1, . . . , Xm]

with deg(f) ≤ d, any inputs x(1), . . . , x(m) ∈ Fp, any input shares (in
(j)
i )i∈[n] ←

SHARE(j, x(j)) for j ∈ [m], and any outputs outi ← EVAL(i, f, (in
(j)
i )j∈[m]) for

i ∈ [n], it holds that

Pr
[
DEC((outi)i∈[n]) = f(x(1), . . . , x(m))

]
= 1.

Definition 5 (∆-privacy of HSS). Let ∆ be an n-server adversary structure.
An m-client n-server HSS scheme HSS satisfies ∆-privacy if, for any subset
T ∈ ∆, any distinct client j1, j2 ∈ [m], and any inputs x(j1), x(j2) ∈ Fp, the
following distributions

{(in(j1)i )i∈T : (in
(j1)
i )i∈[n] ← SHARE(j1, x

(j1))}

and

{(in(j2)i )i∈T : (in
(j2)
i )i∈[n] ← SHARE(j2, x

(j2))}

are identical.

We use the notation (m,n, d,∆)-HSS to denote an m-client n-server HSS
scheme for degree-d polynomials over Fp that satisfies correctness and ∆-privacy.

Definition 6 (Additive HSS [7]). An (m,n, d,∆)-HSS scheme over Fp is
additive if, for every polynomial f ∈ Fp[X1, . . . , Xm] satisfying deg(f) ≤ d,
inputs x(1), . . . , x(m) ∈ Fp, shares (in

(j)
i )j∈[m],i∈[n], and server index i ∈ [n], the

following conditions apply.

1. The evaluation algorithm EVAL yields a share outi ∈ Fp.
2. The decoding algorithm DEC computes the result as y =

∑
i∈[n] outi.

Theorem 4.6 in [2] establishes that for any adversary structure ∆, a d-MSS
scheme exists if and only if ∆ is of type Qd. Given that d-MSS is equivalent
to additive HSS for degree-d polynomials3, we obtain the following property for
additive HSS schemes.

Proposition 1. For any positive integers m,n, d and an n-server adversary
structure ∆, an additive (m,n, d,∆)-HSS scheme exists if and only if ∆ is of
type Qd.
3 A d-MSS scheme transforms into an additive HSS scheme for degree-d polynomials

by having each server locally evaluate the monomials of the target polynomial and
sum the results.
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2.4 Verifiable Homomorphic Secret Sharing

The verifiable HSS (VHSS) scheme [26] extends the HSS framework by intro-
ducing verifiability. In an m-client n-server VHSS scheme, each server i com-
putes an output share outi via the EVAL algorithm and a proof share pfi using
a PROOF algorithm. The VER algorithm subsequently utilizes the set of proof
shares {pfi}i∈[n] to verify that the reconstructed value y = DEC({outi}i∈[n]) cor-
responds to the correct evaluation of the polynomial f on the provided inputs.

It is important to note that throughout this work, we operate under the
honest-client assumption. We assume that all clients correctly execute the SHARE
algorithm and distribute well-formed, consistent input shares to the servers. Con-
sidering malicious clients who might distribute inconsistent shares significantly
complicates the verification process, as a standard MAC check may no longer
suffice. We consider the malicious client setting to be outside the scope of this
paper.

Definition 7 (Verifiable HSS). An (information-theoretic) m-client n-server
verifiable HSS scheme for degree-d polynomials over Fp, denoted by VHSS =
(SHARE,EVAL,PROOF,DEC,VER)2, consists of the following algorithms.

– (in
(j)
i )i∈[n] ← SHARE(j, x(j)): On input of a client index j ∈ [m] and an input

x(j) ∈ Fp, the sharing algorithm outputs a tuple of input shares (in
(j)
i )i∈[n],

where in
(j)
i ∈ {0, 1}α.

– outi ← EVAL(i, f, (in
(j)
i )j∈[m]): On input of a server index i ∈ [n], a descrip-

tion of an m-variate polynomial f ∈ Fp[X1, . . . , Xm] with deg(f) ≤ d, and a
set of m input shares (in

(j)
i )j∈[m], the evaluation algorithm outputs a share

outi ∈ {0, 1}β.
– pfi ← PROOF(i, f, (in

(j)
i )j∈[m]): On input of a server index i ∈ [n], a de-

scription of an m-variate polynomial f ∈ Fp[X1, . . . , Xm] with deg(f) ≤ d,
and a set of m input shares (in

(j)
i )j∈[m], the proof algorithm outputs a proof

share pfi ∈ {0, 1}γ .
– y ← DEC((outi)i∈[n]): On input of the output shares (outi)i∈[n], the decoding

algorithm reconstructs the final output y ∈ Fp.
– b ← VER(y, (pfi)i∈[n]): On input of the candidate output y and the set of

proof shares (pfi)i∈[n], the verification algorithm outputs a bit b ∈ {0, 1}.
The parameters α = α(n), β = β(m,n), and γ = γ(m,n) denote the bit-lengths
of the input, output, and proof shares, respectively. A proof share is termed com-
pact if γ is independent of n and m.

Definition 8 (Correctness of VHSS). An m-client n-server VHSS scheme
VHSS for degree-d polynomials over Fp is correct if for any f ∈ Fp[X1, . . . , Xm]

with deg(f) ≤ d, any inputs x(1), . . . , x(m) ∈ Fp, any input shares (in
(j)
i )i∈[n] ←

2 Although certain prior VHSS schemes [26,30] employ a distinct decoding algorithm
for proof shares, our model integrates this step into the VER algorithm because the
output client executes both procedures.
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SHARE(j, x(j)) for each j ∈ [m], any output shares outi ← EVAL(i, f, (in
(j)
i )j∈[m]),

any proof shares pfi ← PROOF(i, f, (in
(j)
i )j∈[m]) for i ∈ [n], any output y ←

DEC((outi)i∈[n]), it holds that

Pr
[
VER(y, (pfi)i∈[n]) = 1

]
= 1.

Definition 9 (∆-privacy of VHSS). Let ∆ be an n-server adversary struc-
ture. An m-client n-server VHSS scheme VHSS satisfies ∆-privacy if, for any
subset T ∈ ∆, any distinct client j1, j2 ∈ [m], and any inputs x(j1), x(j2) ∈ Fp,
the following distributions

{(in(j1)i )i∈T : (in
(j1)
i )i∈[n] ← SHARE(j1, x

(j1))}

and

{(in(j2)i )i∈T : (in
(j2)
i )i∈[n] ← SHARE(j2, x

(j2))}

are identical.

Exp(f, T,Adv)

1. For each j ∈ [m], sample x(j) ← Fp and generate input shares

(in
(j)
i )i∈[n] ← SHARE(j, x(j)).

2. For each i ∈ T , let (ôuti, p̂fi) denote the modified output and proof shares gen-
erated by the adversary Adv(f, (in

(j)
i )i∈T,j∈[m]).

3. For each i /∈ T , compute

ôuti ← EVAL(i, f, (in
(j)
i )j∈[m])

and
p̂fi ← PROOF(i, f, (in

(j)
i )j∈[m]).

4. Reconstruct ŷ ← DEC((ôuti)i∈[n]).
5. If

ŷ ̸= f(x(1), . . . , x(m))

and
VER(ŷ, (p̂fi)i∈[n]) = 1,

output 1; otherwise, output 0.

Fig. 1: The verifiability experiment for VHSS.

Definition 10 (ϵ-verifiability of VHSS). Let ∆ be an n-server adversary
structure. An m-client n-server VHSS scheme VHSS satisfies ϵ-verifiability if
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for any f ∈ Fp[X1, . . . , Xm] with deg(f) ≤ d, any T ∈ ∆, and an unbounded
adversary Adv who modifies output and proof shares of servers in T , it holds that

Pr[Exp(f, T,Adv) = 1] ≤ ϵ,

where the experiment Exp(f, T,Adv) is defined in Fig. 1.

Similarly, we use the notation (m,n, d,∆, ϵ)-VHSS to denote an m-client n-
server VHSS scheme for degree-d polynomials satisfying correctness, ∆-privacy,
and ϵ-verifiability.

Compared with representative VHSS definitions [15,25,26,30], which consider
fixed/arbitrary client inputs, the experiment in Fig. 1 samples each input uni-
formly at random and therefore does not directly cover adversarially fixed or
highly predictable inputs. Nevertheless, random-input security has also been con-
sidered in related cryptographic primitives [8]. Moreover, fresh and correlated
randomness remains a central resource in modern MPC, from standard prepro-
cessing [14,19] and recent Sumcheck/PCG-based techniques [4,21] to degree-D
correlations and actively secure evaluation of general multivariate polynomi-
als [16,23]. Hence, the modified experiment still captures a meaningful crypto-
graphic regime involving fresh randomness and higher-degree polynomial com-
putations.

3 VHSS for degree-d polynomials over Qd-Adversary
Structures

This section presents a compiler that transforms any additive (m,n, d,∆)-HSS
scheme over Fp into an (m,n, d,∆, m+1

p )-VHSS scheme over Fp, where ∆ satisfies
the Qd property.

3.1 Intuition

The proposed compiler builds upon the following polynomial decomposition
lemma.

Lemma 1 (Polynomial Decomposition [22]). Let f ∈ Fp[X1, . . . , Xm] be an
m-variate polynomial. For any set of constants θ(1), . . . , θ(m) ∈ Fp, there exist
polynomials qj ∈ Fp[X1, . . . , Xm] such that

f(X1, . . . , Xm)− f(θ(1), . . . , θ(m)) =

m∑
j=1

(Xj − θ(j)) · qj(X1, . . . , Xm).

Furthermore, the polynomials (qj)j∈[m] can be computed efficiently. If deg(f) ≤
d, they can be chosen so that deg(qj) ≤ d− 1 for every j ∈ [m].

9



Let f ∈ Fp[X1, . . . , Xm] denote the target polynomial and x(1), . . . , x(m)

the corresponding inputs. The proof algorithm PROOF employs Lemma 1
with respect to public points θ(j) = x(j) − η(j) to output f(θ(1), . . . , θ(m))
and shares of qj(x(1), . . . , x(m)), thereby enabling verification of the result y =
f(x(1), . . . , x(m)) through the identity

y − f(θ(1), . . . , θ(m)) =

m∑
j=1

η(j) · qj(x(1), . . . , x(m)),

where η(j) is selected uniformly at random by client j.

3.2 The Compiler

Let HSS = (SHARE′,EVAL′,DEC′) denote an additive (m,n, d,∆)-HSS scheme
with efficiency parameters (α′, β′, γ′). Let x(1), . . . , x(m) ∈ Fp be m arbitrary
inputs. Let f ∈ Fp[X1, . . . , Xm] be a polynomial with deg(f) ≤ d. We construct
an (m,n, d,∆, m+1

p )-VHSS scheme over Fp, denoted as VHSS = (SHARE, EVAL,
PROOF,DEC,VER), detailed in Fig. 2.

The sharing algorithm SHARE distributes the input x(j) of each client j ∈ [m]
among the servers using the underlying algorithm SHARE′, augmented with ran-
dom masks for verification. Specifically, client j samples η(j) ← Fp and computes
δ(j) = (η(j))2. These values are additively shared among the servers as (η(j)i )i∈[n]

and (δ
(j)
i )i∈[n]. Client j also generates (u

(j)
i )i∈[n] ← SHARE′(j, x(j)) and com-

putes the masked input θ(j) = x(j) − η(j). The resulting input share for server i

associated with client j is in
(j)
i = (u

(j)
i , η

(j)
i , δ

(j)
i , θ(j)).

The evaluation algorithm EVAL computes the output share for each server
i ∈ [n] by applying the underlying HSS evaluation algorithm to the u-components
of the input shares. Server i parses each input share in

(j)
i as (u

(j)
i , η

(j)
i , δ

(j)
i , θ(j))

and computes outi ← EVAL′(i, f, u
(1)
i , . . . , u

(m)
i ). Following the correctness of

the underlying HSS scheme, the aggregated output shares yield
∑

i∈[n] outi =

f(x(1), . . . , x(m)).
The proof algorithm PROOF generates the proof share pfi by first evalu-

ating the target polynomial f on the masked inputs (θ(1), . . . , θ(m)), i.e., each
server i computes σi = f(θ(1), . . . , θ(m)). Subsequently, the server i determines
polynomials q1, . . . , qm ∈ Fp[X1, . . . , Xm] such that the following identity holds:

f(X1, . . . , Xm)− σi =

m∑
j=1

(Xj − θ(j)) · qj(X1, . . . , Xm).

For each j ∈ [m], the server i computes τ
(j)
i ← EVAL′(i, qj , (u

(k)
i )k∈[m]). The

final proof share of server i is pfi = (σi, (τ
(j)
i , η

(j)
i , δ

(j)
i )j∈[m]), where η

(j)
i , δ

(j)
i are

derived from in
(j)
i .

The decoding algorithm DEC reconstructs the final computation result y by
summing the respective output shares, yielding y =

∑
i∈[n] outi.
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The verification algorithm VER confirms the integrity of the masks and the
correctness of the polynomial evaluation. For each j ∈ [m], it first reconstructs

SHARE(j, x(j)):

1. Sample η(j) ← Fp and let δ(j) = (η(j))2. Sample (η
(j)
i )i∈[n], (δ

(j)
i )i∈[n] ← Fp such

that

η(j) =
∑
i∈[n]

η
(j)
i and δ(j) =

∑
i∈[n]

δ
(j)
i .

2. Let (u
(j)
i )i∈[n] ← SHARE′(j, x(j)) and θ(j) = x(j) − η(j).

3. Return (in
(j)
i )i∈[n], where in

(j)
i = (u

(j)
i , η

(j)
i , δ

(j)
i , θ(j)).

EVAL(i, f, (in
(j)
i )j∈[m]):

1. For each j ∈ [m], parse in
(j)
i = (u

(j)
i , η

(j)
i , δ

(j)
i , θ(j)).

2. Return outi ← EVAL′(i, f, u
(1)
i , . . . , u

(m)
i ).

PROOF(i, f, (in
(j)
i )j∈[m]):

1. For each j ∈ [m], parse in
(j)
i = (u

(j)
i , η

(j)
i , δ

(j)
i , θ(j)).

2. Compute σi = f(θ(1), . . . , θ(m)) and determine polynomials q1, . . . , qm ∈
Fp[X1, . . . , Xm] satisfying

f(X1, . . . , Xm)− σi =

m∑
j=1

(Xj − θ(j)) · qj(X1, . . . , Xm).

3. Compute τ
(j)
i ← EVAL′(i, qj , (u

(k)
i )k∈[m]) for each j ∈ [m].

4. Return pfi = (σi, (τ
(j)
i , η

(j)
i , δ

(j)
i )j∈[m]).

DEC((outi)i∈[n]):

1. Return y =
∑

i∈[n] outi.

VER(y, (pfi)i∈[n]):

1. For each i ∈ [n], parse pfi as pfi = (σi, (τ
(j)
i , η

(j)
i , δ

(j)
i )j∈[m]).

2. For each j ∈ [m], reconstruct η(j) =
∑

i∈[n] η
(j)
i and δ(j) =

∑
i∈[n] δ

(j)
i , and check

that
(η(j))2 = δ(j).

If the check fails for any j, return 0.
3. Reconstruct τ (j) =

∑
i∈[n] τ

(j)
i for each j ∈ [m].

4. Return 1 if

y − σi =

m∑
j=1

η(j) · τ (j)

holds for all i ∈ [n]; otherwise, return 0.

Fig. 2: Compiler from additive (m,n, d,∆)-HSS to (m,n, d,∆, m+1
p )-VHSS.
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the two separately shared values

η(j) =
∑
i∈[n]

η
(j)
i and δ(j) =

∑
i∈[n]

δ
(j)
i ,

and then checks
(η(j))2 = δ(j).

If any check fails, the algorithm outputs 0. Otherwise, it reconstructs τ (j) =∑
i∈[n] τ

(j)
i for each j ∈ [m] and verifies that

y − σi =

m∑
j=1

η(j) · τ (j)

holds for all i ∈ [n]. If all checks are passed, the VER algorithm returns 1;
otherwise, it returns 0.

3.3 Security Analysis

Theorem 1. Assume that Fp has odd characteristic, the n-server adversary
structure ∆ satisfies the Qd property and let HSS be an additive (m,n, d,∆)-HSS
over Fp. Then, the algorithms presented in Fig. 2 constitute an (m,n, d,∆, m+1

p )-
VHSS over Fp. Furthermore, given the efficiency parameters (α′, β′) for HSS, the
derived VHSS achieves parameters (α, β, γ) = (α′ + 3 log p, β′,mβ′ + (2m + 1) ·
log p).

Proof. We prove the correctness, ∆-privacy, and m+1
p -verifiability of VHSS in

Fig. 2, and the correctness of the efficiency parameters in the following.

Correctness. The correctness of VHSS is already proven in-line in the above
discussion.

∆-privacy. The ∆-privacy of the VHSS construction follows directly from the
∆-privacy of the underlying HSS scheme and additive secret sharing. Each input
share in

(j)
i comprises the HSS shares, generated as

(u
(j)
i )i∈[n] ← SHARE′(j, x(j)),

alongside the additive shares (η
(j)
i , δ

(j)
i ) of the values η(j) and δ(j) = (η(j))2.

For any unauthorized set T ∈ ∆ and inputs x(j1), x(j2) with distinct indices
j1, j2 ∈ [m], the ∆-privacy of the HSS scheme ensures that the distributions

{(u(j1)
i )i∈T } and {(u(j2)

i )i∈T }

are identical. Furthermore, because the values η(j) and δ(j) are additively shared
among the servers, the distributions of the mask shares held by T are funda-
mentally independent of the inputs. Thus, the joint distributions

{in(j1)i }i∈T and {in(j2)i }i∈T

12



are identical, establishing the ∆-privacy of the VHSS scheme.
m+1
p -verifiability. We establish the m+1

p -verifiability of VHSS. Let (outi)i∈[n]

and (pfi)i∈[n] denote the honest output and proof shares, where

pfi = (σi, (τ
(j)
i , η

(j)
i , δ

(j)
i )j∈[m]).

Similarly, let (ôuti)i∈[n] and (p̂fi)i∈[n] be the shares output by the adversary in
the experiment Exp (Fig. 1), where

p̂fi = (σ̂i, (τ̂
(j)
i , η̂

(j)
i , δ̂

(j)
i )j∈[m]).

For the honest execution, we define

y =
∑
i∈[n]

outi, τ (j) =
∑
i∈[n]

τ
(j)
i , η(j) =

∑
i∈[n]

η
(j)
i , δ(j) =

∑
i∈[n]

δ
(j)
i ,

and analogously for ŷ, τ̂ (j), η̂(j), δ̂(j), where

ŷ =
∑
i∈[n]

ôuti, τ̂ (j) =
∑
i∈[n]

τ̂
(j)
i , η̂(j) =

∑
i∈[n]

η̂
(j)
i , δ̂(j) =

∑
i∈[n]

δ̂
(j)
i .

We represent the adversary’s influence on the reconstructed values by additive
modifications ξy, ξτ,j , ξη,j , ξδ,j , and ξσ,i, writing

ŷ = y + ξy, τ̂ (j) = τ (j) + ξτ,j , η̂(j) = η(j) + ξη,j ,

δ̂(j) = δ(j) + ξδ,j , σ̂i = σi + ξσ,i.

These quantities describe the additive modifications introduced by the adversary.
In the conditioning argument below, once the adversary’s view and random coins
are fixed, the ξ-values are fixed, whereas the hidden mask values (η(j))j∈[m]

remain uniformly distributed. The experiment returns 1 (signifying a successful
forgery) only when the adversary causes a non-zero error in the output (ξy ̸= 0)
while the VER algorithm output remains 1. As shown in Fig. 2, the VER algorithm
can be divided into two parts:

1. For each j ∈ [m], the algorithm checks if the reconstructed values satisfy the
quadratic relation

(η̂(j))2 = δ̂(j).

2. For each i ∈ [n], the algorithm checks if the reconstructed values satisfy the
linear relation

ŷ − σ̂i =

m∑
j=1

η̂(j) · τ̂ (j).

The algorithm outputs 1 if all checks are passed; otherwise, it outputs 0. Let Ej

be the event that the adversary succeeds in modifying η(j) (ξη,j ̸= 0) yet passes

13



the first check. It’s important to note that the event Ej occurs if and only if the
adversary’s modifications to η(j) and δ(j) satisfy the relation

(η̂(j))2 = δ̂(j).

Substituting the above relation into the honest relation

(η(j))2 = δ(j)

yields the condition

(ξη,j)
2 + 2 · η(j) · ξη,j − ξδ,j = 0.

Since only the servers in T may alter their shares, these additive modifications
are induced entirely by the changes to shares held by servers in T ; in particular,

ξη,j =
∑
i∈T

(
η̂
(j)
i − η

(j)
i

)
and ξδ,j =

∑
i∈T

(
δ̂
(j)
i − δ

(j)
i

)
.

By Step 1 of the verifiability experiment, the pairs (x(j), η(j))j∈[m] are sampled
independently and uniformly, while the adversary observes θ(j) = x(j) − η(j)

for every j. For every fixed vector (θ(j))j∈[m], the conditional distribution of
(η(j))j∈[m] remains uniform over Fm

p . Moreover, by the ∆-privacy of the under-
lying HSS and the privacy of the additive sharings held by the proper corrupted
set T , the remaining components of the adversarial view do not reveal this mask
vector. Thus, after conditioning on the adversary’s view and random coins, the
quantities ξη,j and ξδ,j are fixed with respect to η(j), whereas η(j) remains uni-
form over Fp. Consequently, whenever ξη,j ̸= 0, the expression

(ξη,j)
2 + 2 · η(j) · ξη,j − ξδ,j

is a nonzero polynomial of degree one in η(j). Indeed, since Fp has odd charac-
teristic, its linear coefficient 2ξη,j is nonzero. Hence the polynomial has at most
one root in Fp, and therefore

Pr[Ej ] = Pr
[
ξη,j ̸= 0 ∧ (ξη,j)

2 + 2 · η(j) · ξη,j − ξδ,j = 0
]
≤ 1

p
,

after averaging over the adversary’s view and random coins.Let E be the event
that ∃j ∈ [m] such that Ej occurs. By the union bound,

Pr[E] ≤
m∑
j=1

Pr[Ej ] ≤
m

p
.

For the adversary to modify y (ξy ̸= 0) while passing the second check, its
modifications to y, σi, η(j), and τ (j) must satisfy the relation

ŷ − σ̂i =

m∑
j=1

η̂(j) · τ̂ (j).
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Since ∆ is of type Qd, every T ∈ ∆ is a proper subset of [n], so at least one server
is honest. Since all honest values σi equal f(θ(1), . . . , θ(m)) and the right-hand
side of the second check is common to every server, passing all second checks
forces σ̂i = σi for each corrupted server as well, i.e., ξσ,i = 0. Substituting the
above relation into the honest relation

y − σi =

m∑
j=1

η(j) · τ (j)

yields the condition

m∑
j=1

(η(j) · ξτ,j + τ (j) · ξη,j + ξη,j · ξτ,j)− ξy = 0.

We bound the adversary’s success probability by considering whether E occurs.

1. Case ¬E: For a successful forgery in this case, all the first verification checks
must pass. By the definition of E, this implies ξη,j = 0 for every j ∈ [m].
The condition simplifies to

m∑
j=1

η(j) · ξτ,j − ξy = 0.

By the same conditioning argument above, conditioned on the adversary’s
view and random coins, the coefficients ξτ,j and ξy are fixed while (η(j))j∈[m]

remains uniform over Fm
p . Since ξy ̸= 0, the displayed expression is a nonzero

polynomial of degree at most one, and hence it vanishes with probability at
most 1/p. Averaging over the adversary’s view and coins gives

Pr [Exp(f, T,Adv) = 1 ∧ ¬E] ≤ 1

p
.

2. Case E: We trivially have

Pr[Exp(f, T,Adv) = 1 | E] ≤ 1.

Thus, the probability of the adversary’s success is bounded as follows:

Pr [Exp(f, T,Adv) = 1] ≤ Pr[E] + Pr [Exp(f, T,Adv) = 1 ∧ ¬E]

≤ m

p
+

1

p
=

m+ 1

p
.

Consequently, for every polynomial f ∈ Fp[X1, . . . , Xm] with deg(f) ≤ d, every
adversary set T ∈ ∆, and every unbounded adversary Adv, the success proba-
bility in the verifiability experiment of Fig. 1 is at most m+1

p .

Efficiency Parameters. The efficiency parameters (α, β, γ) = (α′ + 3 log p, β′,
mβ′+(2m+1)·log p) follow directly from the protocol structure. Each input share

15



in
(j)
i contains one HSS component u

(j)
i and three field elements (η

(j)
i , δ

(j)
i , θ(j)),

establishing a size of α = α′ + 3 log p. The output share outi comprises a single
HSS output share, which dictates that β = β′. Finally, each proof share pfi ag-
gregates m HSS output shares (τ (j)i )j∈[m] and 2m+1 field elements representing
σi and the auxiliary shares for each input. This combination yields a total size
of γ = mβ′ + (2m+ 1) · log p.

Remark 1. While the adversary success probability bound of m+1
p grows lin-

early with the number of inputs m, this degradation is a direct consequence of
applying the union bound over the m parallel consistency checks required for the
individual random masks. From a practical standpoint, because the field size p
is typically chosen to be exponentially large (e.g., p ≈ 2128) in standard cryp-
tographic deployments, the value m+1

p remains cryptographically negligible for
any realistically bounded number of clients m. Therefore, this minor theoretical
degradation represents a highly favorable and necessary trade-off to achieve com-
pact O(m) proof sizes and support general Qd adversary structures, bypassing
the severe O(md) proof size bottlenecks of prior polynomial evaluation schemes.

3.4 Concrete Instantiation Based on CNF Secret Sharing

To demonstrate the real-world applicability of our generic compiler, we present a
concrete instantiation using the Conjunctive Normal Form (CNF) secret sharing
scheme [18]. CNF secret sharing provides an information-theoretic method for
sharing secrets over general adversary structures and serves as a natural baseline
for our framework.

Definition 11 (CNF Secret Sharing [18]). Let ∆ be an n-server adversary
structure and let ∆+ denote the collection of all maximal sets within ∆. The
SHARE algorithm of ∆-private CNF secret sharing scheme is defined as follows:

1. Additively break the secret s ∈ Fp into |∆+| shares {sT }T∈∆+ such that
s =

∑
T∈∆+ sT .

2. The share sT is distributed to all servers i ∈ [n] such that i /∈ T , meaning
the server i receives the share sT if and only if i /∈ T .

The inherent structural properties of CNF secret sharing naturally facili-
tate homomorphic multiplication over shared data. By distributing overlapping
subsets of underlying additive shares among participating parties, an algorithm
can be constructed that enables the local, non-interactive evaluation of degree-
restricted polynomials. This capacity for direct computation establishes the pro-
tocol as an additive homomorphic secret sharing scheme, as formalized in the
subsequent theorem.

Theorem 2. Let m,n be positive integers. Let ∆ be an n-server adversary struc-
ture. If ∆ is of type Qd, the CNF secret sharing scheme over ∆ constitutes an
additive (m,n, d,∆)-HSS scheme over Fp.
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Proof. We formalize the additive (m,n, d,∆)-HSS scheme by explicitly defining
the SHARE, EVAL, and DEC algorithms.

For the SHARE algorithm, let the inputs be x(1), . . . , x(m) ∈ Fp. Follow-
ing Definition 11, the algorithm additively shares each input x(j) as x(j) =∑

T∈∆+ x
(j)
T . Each server i ∈ [n] receives the share components x

(j)
T for all T

where i /∈ T .
For the EVAL algorithm, we start with a simpler case, the homomorphic

evaluation of a degree-d monomial
∏d

k=1 x
(jk). Expanding the product of sums

yields a sum of cross-products

d∏
k=1

x(jk) =
∑

T1,...,Td∈∆+

(
d∏

k=1

x
(jk)
Tk

)
.

Because ∆ satisfies the Qd property, the union of any d maximal unautho-
rized subsets T1, . . . , Td ∈ ∆+ cannot cover the entire set of servers. Formally,⋃d

k=1 Tk ̸= [n]. This property guarantees the existence of at least one server
i /∈

⋃d
k=1 Tk. Consequently, this capable server i holds all necessary share com-

ponents {x(jk)
Tk
}dk=1 and can locally compute the respective cross-product. The

evaluation algorithm deterministically assigns each cross-product to exactly one
capable server. Each server i then locally sums its assigned cross-products to
generate a partial output share outi. Since any degree-d polynomial is a linear
combination of degree-d monomials, the servers can similarly compute linear
combinations of these monomial output shares to evaluate arbitrary degree-d
polynomials.

For the DEC algorithm, the final output is reconstructed by aggregating the
partial output shares. The sum of all output shares

∑
i∈[n] outi perfectly recon-

structs the evaluated polynomial. This structural workflow satisfies all require-
ments of an additive (m,n, d,∆)-HSS scheme.

By substituting this CNF-based HSS scheme as the underlying HSS scheme
in our generic compiler (detailed in Fig. 2), we directly obtain an information-
theoretic (m,n, d,∆, m+1

p )-VHSS scheme. The compiler automatically augments
the basic CNF sharing with the necessary randomized masks and decomposition
polynomials, establishing a concrete, verifiable protocol for full polynomial eval-
uation without relying on any cryptographic assumptions.

3.5 Compatibility of Our Compiler

The compiler presented in Fig. 2 can be applied to an underlying information-
theoretic HSS scheme satisfying the following structural properties. These prop-
erties provide sufficient conditions for compatibility with our framework.

– Additive output. The reconstruction function must be a simple sum of
output shares, i.e., DEC((outi)i∈[n]) =

∑
i∈[n] outi. This is essential for the

linear consistency check y − σi =
∑m

j=1 η
(j) · τ (j) to be well-defined.
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– Local polynomial evaluation. Each server must be able to evaluate the
target polynomial f of degree at most d, as well as the decomposition poly-
nomials qj , using only its own input shares and without any inter-server
communication.

– Privacy under a Qd adversary structure. The underlying HSS scheme
must provide information-theoretic privacy against the adversary structure
∆, where ∆ is of type Qd. As established in Proposition 1, the Qd condition is
the feasibility requirement for additive information-theoretic HSS supporting
degree-d polynomial evaluation in our setting.

These conditions depend only on the interface provided by the underlying
HSS scheme and not on a particular secret-sharing construction. In particular,
the CNF-based HSS scheme considered in this work satisfies these conditions.
More generally, another HSS construction can be used with our compiler once
these properties have been verified.

4 Conclusion

This paper investigates information-theoretic verifiable homomorphic secret shar-
ing (VHSS) for polynomial evaluation over general adversary structures. We
construct generic compilers that convert any additive homomorphic secret shar-
ing (HSS) scheme for polynomials into a corresponding VHSS scheme. These
compilers significantly expand the application scope of HSS schemes by provid-
ing integrity protection for computation results derived from secret-shared data.
Constructing error-free VHSS schemes for polynomials over general adversary
structures remains a compelling open problem. Furthermore, because our cur-
rent work fundamentally relies on the honest-client assumption, extending these
information-theoretic compilers to tolerate malicious clients that distribute in-
consistent or malformed input shares represents a technically non-trivial and
fascinating direction for future research. Finally, while previous studies on VHSS
establish necessary and sufficient feasibility conditions, our work currently pro-
vides a sufficient construction. Establishing the definitive characterization for
the existence of information-theoretic VHSS for polynomial evaluation stands as
another critical challenge for the field.
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