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Abstract. BAKSHEESH is an efficient lightweight block cipher that
features both GIFT-like and ZORRO-like structures. In this paper, we
first construct Mixed-Integer Linear Programming models that constrain
the Hamming weights of the input and output differences/masks of the
middle part, enabling the efficient search for advantageous differential-
linear (DL) and boomerang distinguishers under limited computational
resources. Furthermore, by exploiting decision tree techniques and the
two-round differential propagation property of BAKSHEESH, we param-
eterize the number of guessed key bits and the logarithm of the number of
possible plaintext/ciphertext differences, and subsequently build MILP
models to identify the best DL and boomerang key-recovery attacks un-
der the stated constraints. As a result, we identify the first 17-round DL
distinguisher and 16-round boomerang distinguisher for BAKSHEESH,
yielding the first 19-round DL attack and 18-round boomerang attack
with time complexities of 22697 and 2268 respectively. In addition,
we construct the first 20-round chosen-ciphertext differential attack with
a time complexity of 222-59 improving the best previously known differ-
ential attack by one round. Overall, our results provide new insights into
the security of BAKSHEESH against differential-based cryptanalysis.

Keywords: BAKSHEESH - MILP - Differential-based attack - Key-
recovery attack

1 Introduction

The security of symmetric-key primitives is fundamentally evaluated based on
their resistance to all known cryptanalytic techniques, among which differential
cryptanalysis [1] and linear cryptanalysis [2] are two of the most classical and
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effective methods. Given the effectiveness of differential and linear cryptanaly-
sis, resistance against long-round differential characteristics and linear trails has
become one of the fundamental design principles of modern block ciphers.

In fact, short-round differential characteristics and linear trails can still be
combined to construct advanced cryptanalytic techniques, such as boomerang
cryptanalysis [3] and differential-linear (DL) cryptanalysis [4]. Originally, boome-
rang cryptanalysis [3] and DL cryptanalysis [4] both partition the target cipher
into two parts. However, extensive studies have shown that the assumption of
independence between these two parts does not always hold in practice. To
address this issue, Dunkelman et al. [5] introduced the boomerang framework,
which decomposes the cipher into three parts, namely an upper differential part,
a middle part, and a lower differential part. Assuming that the probabilities
associated with these three parts are pg, rg, and gg, respectively, the total
probability of the resulting boomerang distinguisher can be evaluated as p3rgq3.
Similarly, Bar-On et al. [6] presented a DL distinguisher divided into a differential
part, a middle part, and a linear part. Assuming that the differential part has a
probability of ppr,, and the middle and linear parts have correlations of rpy, and
gpL, respectively, the overall correlation of the distinguisher can be evaluated as
pDLTDqusz-

In general, constructing valid distinguishers is a crucial step in cryptanal-
ysis. Currently, the most efficient approach relies on automated tools such as
Mixed-Integer Linear Programming (MILP), Boolean Satisfiability (SAT), and
Constraint Programming (CP), such as [7,8,9]. A major bottleneck in the auto-
mated search for boomerang and DL distinguishers lies in accurately evaluating
the transition probability or correlation of the middle part, particularly when
the middle part spans multiple rounds, where directly characterizing such prop-
agation behaviors remains highly non-trivial. Consequently, Delaune et al. [10]
employed a suite of transition tables (DDT, BCT, EBCT, UBCT, and LBCT)
to model multi-round boomerang probabilities, while Bellini et al. [11] intro-
duced continuous difference propagation for correlation estimation. Recognizing
the limitations in applicability and scalability of existing models, Hadipour et al.
[12,13] proposed a general estimation framework based on the number of shared
active S-boxes or active bits in forward and backward trails.

However, such automated models, which rely on indirect characterizations of
correlation or probability, cannot guarantee the validity of the resulting distin-
guishers, thereby requiring empirical verification. This limitation has motivated
studies from diverse theoretical perspectives, including the algebraic perspec-
tive [14], the truncated differential perspective [15], and Beyne’s geometric per-
spective [16]. Nevertheless, these frameworks remain difficult to integrate into
automated models. Consequently, several works have focused on heuristic opti-
mizations to improve search efficiency. For instance, Chen et al. [17] accelerated
the search by pruning low-correlation output mask bits in the middle rounds.
More recently, Gong et al. [18] exploited the hourglass(-like) structure, which
is commonly observed in optimal DL distinguishers for ARX ciphers, to signifi-
cantly reduce the search space.
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Since the ultimate objective of cryptanalysis is key recovery, it is more de-
sirable to integrate the key-recovery phase into the model and directly search
for optimal key-recovery attacks rather than distinguishers alone. Following this
idea, Hadipour et al. [19] unified the distinguisher search model with the generic
complexity formula for impossible differential key-recovery attacks [20], enabling
the direct search for attacks with optimal time complexity. This observation has
motivated the development of several key-recovery frameworks for differential-
based cryptanalysis [21,22,23], enabling the key-recovery phase to be naturally
incorporated into automated models for searching attack configurations through
generic complexity formulas.

However, although generic key-recovery frameworks can be readily incorpo-
rated into automated models, they often fail to fully capture how the crypto-
graphic properties of non-linear components dictate the key-recovery process.
Consequently, the attack configurations identified by such models are not neces-
sarily optimal. In fact, several studies have exploited the algebraic or propagation
properties of non-linear layers to further reduce attack complexity, primarily by
minimizing the number of guessed subkey bits and enabling the early filtering
of wrong pairs. For example, Broll et al. [24] proposed a generic key-recovery
framework that exploits the cryptographic properties of S-boxes by representing
these properties as a special type of decision tree, which is crucial for finding fine-
grained guessing strategies. This framework was subsequently applied to the DL
cryptanalysis of Serpent [25,26]. Similarly, Wang et al. [27] and Qiao et al. [28]
proposed a dynamic key-guessing technique for Simon and Simeck by exploiting
the bit conditions of the extended rounds, thereby reducing both the number of
subkey guesses and the required data complexity. Liu et al. [29] improved the
boomerang attacks on 11-round Deoxys-BC-256 and 13-round Deoxys-BC-384
by optimizing key-guessing strategies and precomputation techniques. Conse-
quently, developing automated models that leverage the fine-grained crypto-
graphic properties of non-linear components to search for the best key-recovery
attack configurations under the stated constraints is of great significance.

Our Contributions. In this paper, we develop an automated framework that
first searches for DL and boomerang distinguishers, and then automatically iden-
tifies the best attack configurations under the stated constraints, based on these
obtained distinguishers. The main contributions are as follows:

Two-round differential propagation property of BAKSHEESH. Since
the permutation of BAKSHEESH is identical to that of GIFT-128 [30], its per-
mutation layer exhibits the quotient-remainder (QR) group structure. Specifi-
cally, for a given input difference over a specific set of four consecutive S-boxes,
two rounds of propagation (excluding the permutation layer in the second round)
map the resulting difference exactly to the outputs of four non-consecutive S-
boxes. Consequently, knowing the exact input difference enables an exhaustive
enumeration of all feasible 16-bit output differences after two rounds. Based on
this property, we derive all possible ciphertext differences from the output dif-
ference of the distinguisher and discard invalid data pairs in advance, thereby
reducing the time complexity of key-recovery attacks.
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MILP-based models for searching distinguishers and attacks. Moti-
vated by the observation that the best-known DL and boomerang distinguishers
typically exhibit an hourglass-like structure, we build MILP models that con-
strain the Hamming weights of the input and output differences/masks of the
middle rounds to at most two or three, thereby enabling the efficient identifi-
cation of advantageous distinguishers for large-state primitives within practical
computational limits. Furthermore, by exploiting the decision tree technique to-
gether with the two-round differential propagation property of BAKSHEESH,
we parameterize the number of guessed key bits in the extended rounds and the
logarithm of the number of possible plaintext/ciphertext differences, and con-
struct MILP models to identify the best DL and boomerang key-recovery attack
configurations under the stated constraints.

Best-known differential, DL, and boomerang attacks on BAKSHEESH.
We obtain the first 17-round DL distinguisher and the first 16-round boomerang
distinguisher for BAKSHEESH, from which we further derive the first 19-round
DL attack and the first 18-round boomerang attack, with time complexities
of 2126-97 and 212648 respectively. In addition, we construct the first 20-round
chosen-ciphertext differential attack on BAKSHEESH with a time complexity
of 2122:59 improving the best previously known differential attack by one round.
A detailed comparison with previous results is provided in Table 1.

Organization. Section 2 reviews DL and boomerang cryptanalysis, as well as
the decision tree technique. Section 3 introduces BAKSHEESH and its rele-
vant properties. Section 4 presents the automated models for distinguishers and
key-recovery attacks. Section 5 reports the resulting attacks on BAKSHEESH.
Finally, Section 6 concludes the paper. The full version of this paper and the
source code of our tool are publicly available at https://github.com/CRYPTO1
2138-coder/Differential-based-Attacks-on-Round-reduced-BAKSHEESH.

Table 1: Summary of attack results on BAKSHEESH

Attack Type Rounds Time Data Memory Reference
Integral 15 2127 2127 223 [31]
Differential 19 2121 2122 264 [31]
Linear 21 212767 2120 212 [31]
Linear 24 212525 2125 285 [32]
Differential-Linear 19 212697 212094 2120.94 Subsection 5.1
Boomerang 18 212648 2110.09 2110-09 Subsection 5.2
Differential 20 912259 o122 9104 Appendix A

2 Background

2.1 Differential-based Cryptanalysis

Differential-Linear Attack. Consider an r-round DL distinguisher A;, — oyt
for the target cipher F, where the differential part has probability ppy,, and the
middle and linear parts have correlations rpr, and ¢py,, respectively. The overall
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correlation of the distinguisher is given by pprLrprLgd;. A full DL attack is then
constructed by extending the distinguisher by 7, rounds backward and r¢ rounds
forward. Let V;, be the space spanned by all possible plaintext differences, where
mp = log, |V4|. Let ky (ky) be the number of guessed subkey bits involved in
the backward (forward) extension. The corresponding key-recovery procedure is
detailed in [25,26] and is summarized in Algorithm 3 and illustrated in Figure
4, both in Appendix C of the full version of this paper.

Complexity FEvaluation. According to the statistical model of [33], the number
of plaintext-ciphertext pairs required for the attack can be estimated as

P11 —279"1)2 — g~ 1(1 — P, /2)?

N~ =g meia-p22 (1)

where a denotes the advantage, P is the success probability, @ is the cumu-
lative distribution function of the standard normal distribution, and ELP =
(ppLrpLgd;)?. Thus, the data complexity of the attack is D = 2N. Since the
memory overhead is primarily dominated by the storage of the required plaintext
pairs, the memory complexity is evaluated as M = D blocks.

The overall time complexity is dominated by the key guessing procedure. The
number of iterations of the outer loop in the key recovery algorithm is 2*. For
each iteration, the linear-side key recovery is performed. Using the Fast Fourier
Transform (FFT) technique of [34], this step costs O(N)+O(2(pa + paky) - 2257),
where pa and pjps denote the costs of n-bit (n being the state size of the tar-
get cipher) addition and multiplication, respectively. Following the frameworks
established in [25,26] and employing the evaluation model from [33], the total
time complexity of the DL key-recovery attack is estimated to be

T N ks ( ) 2k-f) k—a
N 2% (Ne+2(pas + paky) - 277 )+ 2 (2
Data Collection Exhaustive Search

Guess-and-Filter

where ¢ is the ratio of the cost of partial encryption to that of full encryption.

Boomerang Attack. Consider an r-round boomerang distinguisher A;, — oy,
where the upper differential, middle, and lower differential parts have probability
pB, B, and gg, respectively. Its overall probability is p3rpg3. A full boomerang
attack is constructed by extending this distinguisher by r, rounds backward and
ry rounds forward, respectively. Let Vj, (V) be the space spanned by all possible
plaintext (ciphertext) differences, where my, = log, |V3| (my = log, |V]). Let ky
(ks) be the number of guessed subkey bits involved in the backward (forward)
extension. The corresponding key-recovery procedure is detailed in [38,39] and
is summarized in Algorithm 4 and illustrated in Figure 5, both in Appendix C
of the full version of this paper.

Complezity Fvaluation. For a boomerang distinguisher with a total probabil-
ity of Pr? = pirRgE, the required number of right quartets is approximately
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O(Pr_2). Accordingly, the data complexity needed to generate a sufficient num-
ber of quartets is bounded by

D = /5. 202 1=ms [ ppome — (/. on/2H  pr (3)

where s denotes the expected number of surviving quartets. The memory com-
plexity is dominated by D blocks to store the plaintext pairs and 2¥/ counters
for the key recovery phase. Furthermore, following the statistical model of Selguk
[35], the success probability of a boomerang attack achieving an a-bit advantage

[o @ -1 —a
is estimated as Py = 43( SSN\;Q;NJS*Q )), where Sy = Pr?/2~" denotes the
signal-to-noise ratio, ¢(-) is the cumulative distribution function of the standard

normal distribution.

Following the frameworks established in [38,39], the overall time complexity
of the boomerang key-recovery attack can be expressed as

T~ \fs 2ke /241 | pp g goke—nd2ms /py2 ¢ 4 ok—a ; (4)
Data Collection Guess-and-Filter Exhaustive Search

where s denotes the expected number of surviving quartets, € represents the cost
of processing each candidate during the Guess-and-Filter phase.

Since differential and boomerang attacks share the same statistical models
and follow similar attack procedures, we omit their generic complexity formulas
for brevity.

2.2 Decision Tree Technique

At ASTACRYPT 2021, Broll et al. [24] introduced a generic framework to sys-
tematically optimize the key-recovery guessing process by modeling an S-box (or
selected components thereof) as a binary decision tree, proving that the mini-
mum number of required subkey guesses is equivalent to the number of leaves in
the resulting optimal tree.

Let the input and output of an S-box S be z = m @ k and y = S(x), respec-
tively. Assuming that the output difference A of the S-box is fixed and known,
the objective is to determine the counterpart m’ for a given plaintext m such
that the pair (z,2') = (m @ k,m’ @ k) satisfies the target output difference A
while minimizing the number of guessed key bits of k. To formalize this transi-
tion, we define the function Fa(z) = S™! (S(z)® A) @z =2 &z =m' & m.
Consequently, once the value of Fa(x) is determined, the required plaintext m’
can be directly deduced via m’ = Fa(z) & m.

To clarify, we provide an example using the BAKSHEESH S-box S [36,37]
(detailed in Subsection 3.1) under the output difference A = 0x1. Figure 1
depicts the decision tree formulated for F, illustrating that the evaluation of
Fy(x) is contingent upon the successive guessing of subkey bits kg, k1, k2, and
ko @ k1. As a result, recovering m’ requires only six key guesses, rather than
sixteen in the conventional approach.
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o If 2o = mo @ ko = 0 then:
*x If z1 = m1 ® k1 = 0 then:
* If 20 = mo @ ko = 0 then
Fi(z) = m’' @ m = 0xb.
* If o = mo @ ks = 1 then
Fi(z) =m' @ m = 0x9.
* If &1 =m1 @ k1 = 1 then
Fi(z) =m' @ m = Oxc.
o If zog = mo @ ko = 1 then:

* e

Fig. 1: Decision tree and its execution logic for F(z)

3 BAKSHEESH

3.1 Round Function of BAKSHEESH

BAKSHEESH is a lightweight block cipher proposed by Baksi et al. [36,37],
which operates on a 128-bit block using a 128-bit secret key. Representing its
internal state as X = (z127, 126, - - - , o), the cipher executes a 35-round encryp-
tion procedure based on a Substitution-Permutation Network (SPN) structure.
Specifically, each round comprises the following four operations.

SubCells. The 128-bit state is divided into 32 nibbles. Each nibble is transformed
using the 4-bit S-box S defined as

[0x3,0x0,0x6,0xd,0xb,0x5,0x8, 0xe, O0xc,0xf,0x9,0x2,0x4,0xa,0x7,0x1].

PermBits. The PermBits layer relocates each bit at position ¢ to position Pr (),
namely zp, ;y ¢ x;,4 € {0,1,...,127}. The permutation P, is the same as that
used in GIFT-128 [30].

AddRoundConstants. For each round r (0 < r < 34), a 6-bit round-dependent
constant is injected into the state by XORing it with the bits located at positions
8, 13, 19, 35, 67, and 106.

AddRoundKey. In each round, a 128-bit round key RK, = (k1?7 k126 ... k9) is
XORed with the internal state. The master key k = (k'27, k26, ... kC), which
serves as RKj, is directly utilized as the whitening key. All subsequent round keys
are derived by cyclically rotating the master key to the right. Specifically, the
round key applied in round r is formally defined as RK, =k >> r,0 < r < 35.

Remark 1. An early version of BAKSHEESH was introduced in [36] and later
formalized in [37]. The two versions differ only in the permutation Py, and the
positions at which the round constants are applied. For consistency with existing
third-party analyses, we adopt the description given in [36]. Furthermore, in
Appendix D of the full version of this paper, we extend our proposed attacks to
the version specified in [37].
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3.2 Properties of the BAKSHEESH

For the BAKSHEESH S-box, the following properties can be exploited to facil-
itate the key-guessing process.

Proposition 1. Assume that the output difference A of the BAKSHEESH S-
box S is known. Then one can determine plaintext pairs (m,m’) such that S(m®
k)® S(m' @ k) = A involving at most 6 key guesses. Specifically, the number of
key guesses Ny, is given by

0, if A=0x0 or A= 0xf,
Ny, = )
6, otherwise.

Moreover, regardless of the value of A, the most significant bit of the key, ks,
does not need to be guessed.

Proposition 2. The algebraic normal form (ANF) of the inverse S-box S™1 of
BAKSHEESH is given by

To=(Yo DY) Dy2) DY2 @ys® 1, 21 = Yoy2 D Y3(Yo D y2) D Yo © Y1 D 3,
To=yo(11 B y2) DY D Y1y D Y2 D Y3, T3 =7Yo B Y1 D yo.

Consequently, recovering the output bits (xo,x1,T2,3) requires guessing the
subkey-bit combinations (kg D ki, ks D ko, ko P ko), (k‘z @D ko, ks D ki,ks D ]{)1),
(k1 ® ko, k3 ® ko, ks ® k1), and (ke ® k1 ® ko), respectively.

Quotient-Remainder Group Structure. Since the permutation layer of BAK-
SHEESH is identical to that of GIFT-128, it also exhibits the quotient-remainder
(QR) group structure [30]. In particular, the outputs of four consecutive S-boxes
in one round are mapped to the inputs of four non-consecutive S-boxes in the
next round, allowing the S-boxes in two consecutive rounds to be viewed as

a super S-box. Specifically, let Sfj (0 < j < 7) denote the input bits of the
S-box layer, where A; = 0,1,...,15 4 165. Under the permutation P, S;Aj is
mapped precisely to Sfj, where B; = {0, 1,2, 3,32, 33, 34, 35,64, 65, 66, 67, 96, 97,

98,99} + 4;. Consequently, the 16 output bits in Sfj are distributed among the
inputs of four distinct S-boxes.

4 MILP Models for Searching Differential-Linear and
Boomerang Attacks

4.1 MILP Models for Searching Distinguishers

We adopt the hourglass(-like) structural search technique proposed by Gong et
al. [18] and generalize it to the automated construction of boomerang distin-
guishers. Taking the search for DL distinguishers as an example, our approach



Differential-based Attacks on Round-reduced BAKSHEESH 9

can be divided into three phases and follows a divide-and-conquer paradigm.
First, we independently enumerate all r4-round differential characteristics with
an output Hamming weight of at most three (A, probability ppy,) and all r,-
round linear approximations with an input mask Hamming weight of at most
two (I, correlation gpr,). Next, we experimentally evaluate the r,,-round middle-

part correlations rpr, for all Z?Zl (138) X 2?21 (138)) combinations of A and

I' to construct the DL distinguishers. Finally, the DL distinguisher candidate
best found under the above constraints is determined by maximizing the absolute
correlation metric [pprrpLgdy |-

Determination of Parameters rq, T, T¢. We first derive upper bounds on the
probabilities of differential characteristics with active input/output bits of Ham-
ming weight at most three, alongside upper bounds on the absolute correlations
of linear trails with input masks of Hamming weight at most two. These theoret-
ical bounds are detailed in Table 2. Based on these results, the viable parameter
configurations for DL distinguishers satisfy rq4 < 6 and r, < 8, while those for
boomerang distinguishers require rg < 6 and 7} < 6. As for the number of round
rm of the middle part, we initialize the search at a conservative upper limit
(e.g., rm = 10) and iteratively decrement its value until a valid distinguisher is
identified.

Table 2: Upper bounds of probabilities and absolute correlations

Rounds Differential Probability Linear Correlation
Input HW <3 Output HW < 3 Input HW < 2

1 20 9-2 20

2 9-2 9—4 91
3 94 98 93
4 98 9—12 96
5 2-14 918 9—11
6 2726 9—28 9—12
7 934 9—40 916
8 — _ 9—20

Ezperimental Results of the Differential-Linear Distinguisher. Our experimental
results show that the longest DL distinguisher spans 17 rounds, with parameters
rqg =4, 7 = 5, and 7, = 8, and an absolute correlation of 27%92542, For the
4-round differential characteristic, the probability is 27 !4, while the absolute
correlation of the 8-round linear trail is 2720, The absolute correlation of the
middle part is 2752542,

Specifically, we find a total of 342 4-round differential characteristics with
probability 2714 and 32 8-round linear trails with absolute correlation 2720
Considering all 342 x 32 combinations, we obtained 1156 5-round DL transi-
tions for the middle part with absolute correlation > 27!'. Among these DL
transitions, we count the number of instances falling into different absolute cor-
relation intervals. Specifically, 12 transitions lie in [276,27°), 45 in [277,276),
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279 in [278,277), 524 in [279,278), 292 in [2719,279) and 4 in [27!1,2710).
Table 3 lists the input differences and output masks of the middle part of the
DL distinguishers with high absolute correlations.

Table 3: Specification of partial DL distinguishers

Am

I'm,

2
‘pDLQDL‘ DL

0x04000000020000000000000000000000
0x00000000000000000400000002000000
0x00040000000200000000000000000000
0x00000000000000000004000000020000
0x02000000010000000000000000000000
0x00000000000000000200000001000000
0x00000000000000000002000000010000
0x00020000000100000000000000000000
0x00000400000002000000000000000000
0x00000000000000000000000400000002
0x00000000000000000000040000000200
0x00000004000000020000000000000000
0x00000000000000000000020000000100
0x00000200000001000000000000000000
0x00000002000000010000000000000000
0x00000000000000000000000200000001

0x00000000000000000000090000000000
0x00009000000000000000000000000000
0x00000000000000000000000900000000
0x00000090000000000000000000000000
0x00000000000000000000090000000000
0x00009000000000000000000000000000
0x00000090000000000000000000000000
0x00000000000000000000000900000000
0x00000000000000000000090000000000
0x00000090000000000000000000000000
0x00009000000000000000000000000000
0x00000000000000000000000900000000
0x00009000000000000000000000000000
0x00000000000000000000090000000000
0x00000000000000000000000900000000
0x00000090000000000000000000000000

2—54
2—54
2754
2754
2754
2—54
2754
275/1
2754
2—54
2754
2754
2754
2754
2—54
2754

2—5,2542
2—5.2804
275.3380
2—5.3438
2—5.4309
2—5.4367
275.4394
275.4587
2—5.9224
2—5,9264
275.9376
275.9378
2—6.0295
2—6.0315
2—6.0572
276.0694

Table 4: Partial boomerang distinguishers with [rq, r, 7¢] = [5, 6, 5]

AO

Al

|phad|

B

0x00000000000000000000020000000100
0x00000000000000000000000000000100
0x00000000000000000000000000000004
0x00000400000000000000000000000000
0x00000000000001000000000000000000
0x00000000000010000000000000000000
0x00001000000000000000000000000000
0x00000000000000000000000000001000
0x00000000000000010000000000000000
0x00000000000000000000020000000100
0x00000000000000000000000100000000
0x00001000000000000000000000000000
0x00000100000000000000000000000000
0x00000400000000000000000000000000
0x00000200000001000000000000000000
0x00000010000000000000000000000000
0x00000000000004000000000000000100
0x00000000000000000000000000000001

0x00000000000004040000000000000000
0x09400000000000000000000000000000
0x00000000000000000940000000000000
0x00000000000000000000000000004009
0x00000000000000000000000000000940
0x00000000000000000000000000000940
0x00000000000000000000000000004009
0x00000000000000000000000009400000
0x00000000000009400000000000000000
0x00000000000000000000040400000000
0x00000000000040090000000000000000
0x00004009000000000000000000000000
0x00004009000000000000000000000000
0x00004009000000000000000000000000
0x00000000000000000000040400000000
0x00000000000000000000400900000000
0x00000000000000000404000000000000

0x00000000000000000940000000000000

2—96
2—96
2—96
2—96
2796
2796
2796
2796
2796
2—96
2—96
2—96
2—96
2—96
2796
2796
2796
2796

2—18,0242
2—1840995
2—1841790
2—1842065
2—1&3523
2—1&3523
2—18.4150
2—18.4806
2718.5670
2—18,5737
2—18,5805
2—1845872
2—1846215
2—1846215
2—1&6590
2—18/7776
2—18.8625
2—18.9527

Ezperimental Results of the Boomerang Distinguisher. Our experimental results
show that the longest Boomerang distinguisher spans 16 rounds, with parameters
7'3 =5, ry = 6, and ré = 5, and an overall probability of 27114924 For the 5-
round upper differential characteristic, the probability is pg = 2724, and for
the 5-round lower differential characteristic, the probability is ¢gg = 2724. The
probability of the middle part is rg = 2718:024,



Differential-based Attacks on Round-reduced BAKSHEESH 11

We identified 4230 combinations of 5-round upper and lower differential char-
acteristics satisfying 27°2 < ppgg < 27%8, yielding 1989 6-round middle-part
boomerang transitions. The number of transitions exceeding specific probability
thresholds is summarized as follows: 18 in [27115,27113) 61 in [27119 27115) 352
in [27120 27119) 499 in [27121 27120) 740 in [27122 27121 311 in [27123,27122),
and 8 in [2712427123) Table 4 lists the input differences and output differences
of the middle part of the boomerang distinguishers with high probabilities.

The 16-round Boomerang distinguishers presented in Table 4 are unsuitable
for key recovery, as extending them by one round in both forward and backward
directions leads to an attack complexity exceeding that of exhaustive search.
Consequently, we truncate these distinguishers by one round to obtain the 15-
round Boomerang distinguishers in Table 5. These modified distinguishers permit
a two-round forward and one-round backward extension for key recovery. Ulti-

mately, we select the third distinguisher in Table 5, which achieves a probability
of 9-90.179

Table 5: Partial boomerang distinguishers with [rq, rym, re] = [4, 6, 5]

AO

Al

|phad|

B

0x00000000000000000000020000000100
0x00000000000000000000000000000100
0x00000000000000000000000000000004
0x00000400000000000000000000000000
0x00000000000001000000000000000000
0x00000000000010000000000000000000
0x00001000000000000000000000000000
0x00000000000000000000000000001000
0x00000000000000010000000000000000
0x00000000000000000000020000000100
0x00000000000000000000000100000000
0x00001000000000000000000000000000
0x00000100000000000000000000000000
0x00000400000000000000000000000000
0x00000200000001000000000000000000
0x00000010000000000000000000000000
0x00000000000004000000000000000100
0x00000000000000000000000000000001

0x00000000000004040000000000000000
0x09400000000000000000000000000000
0x00000000000000000940000000000000
0x00000000000000000000000000004009
0x00000000000000000000000000000940
0x00000000000000000000000000000940
0x00000000000000000000000000004009
0x00000000000000000000000009400000
0x00000000000009400000000000000000
0x00000000000000000000040400000000
0x00000000000040090000000000000000
0x00004009000000000000000000000000
0x00004009000000000000000000000000
0x00004009000000000000000000000000
0x00000000000000000000040400000000
0x00000000000000000000400900000000
0x00000000000000000404000000000000
0x00000000000000000940000000000000

2—76
2—72
2—72
2—72
2—72
2—72
2772
2772
2772
2776
2—72
2—72
2—72
2—72
2—76
2—72
2776
2772

2—18,0242
2—18,0995
2—1841790
2—1842065
2—1843523
2—1&3523
2—1&4150
2—18.4806
2—18.5670
2—18.5737
2—18,5805
2—18,5872
2—1846215
2—1846215
2—1846590
2—1&7776
2—1&8625
2718.9527

4.2 MILP Models for Searching Attacks

MILP Model for DL Attack. Following the 17-round DL distinguisher, we extend
one round backward and one round forward, resulting in a 19-round DL key-
recovery attack. Our model follows the framework proposed in [13]. For brevity,
we present only the variable representations and the objective function in our
model.

Variable Representation. Each differential or mask variable is encoded as a pair
(a,b): (0,0) represents an inactive difference or mask, (0, 1) represents an active
difference or mask, and (1, 0) represents an unknown difference or mask.
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Objective Function. Let (330, yo) denote the output differential variables of S-box
in the first round (backward extension), and (g, 47s) denote the input mask
variables of S-box in the 19th round (forward extension). We define gk, and gk?g
as the number of key bits to be guessed in the first and last rounds, respectlvely
The objective function is defined as Minimize wy - Z] 0 gko +wig - Z] 0 9kis,
where gk{ and gkig are determined by

| O7 lf[ 4z+3yygz+3 zél+2 ng_Q; 4z+1’y§1+1 l.gl’yo]
gk(Z) = = [0?07()’ Oa 0; 0,0,0] or = [07 1’ 07 1707 1’0’ 1]’

6, otherwise.

0. if Tpo(ais™ +uigt) =0,
2, i Yyoo(eis™ +uis™) = Land it +yigt =1,
S Tt i) = 1 and alyt gl 21

16, otherwise.

gkis =

Here, wp and wig are weighting parameters chosen by the attacker.

MILP Model for Boomerang Attack. The probability of our 16-round boomerang
distinguisher is less than 27194, Extending the distinguisher by one round back-
ward or forward introduces at least five active S-boxes, resulting in the guessing
of at least 20 key bits. Even when applying the decision tree technique, ap-
proximately 6° ~ 212:925 key guesses are required. According to Formula 4, the
time complexity of the 17-round attack is at least 2129-925 > 2128 Therefore,
we truncate the first round of the 16-round distinguisher to obtain a 15-round
distinguisher, corresponding to a parameter [rq, ry,, r¢] adjustment from [5, 6, 5]
to [4,6,5]. By extending this distinguisher one round backward and two rounds
forward, we obtain an 18-round boomerang attack. The variable representations
in this model inherit directly from the DL counterpart. Thus, we solely present
the objective function tailored for the 18-round attack to avoid redundancy.

Objective Function. According to Equation 4, the dominant term in the time
complexity of our boomerang attack is given by 2 w . Let i denote the com-
putational cost of a partial decryption relative to a full 18-round encryption. The
filtering cost coefficient can then be expressed as € = 28/~ . . Consequently,
the overall time complexity is dominated by the exponent ki +2my+ky —my =
ky+m¢ + k. Accordingly, the objective function of our automated MILP model
is formulated as Minimize k&, +mys + ky.

Characterization of ky + kg. Let (z),4)) denote the output differential vari-
ables of the j-th S-box in the first round, (x{67y{6) denote the output differ-
ential variables of the j-th S-box in the 17th round, and (27,,y},) denote the
input differential variables of the j-th S-box in the 18th round. We further de-
fine gkj, gki,, and gkis as the numbers of guessed key bits involved in the
whitening key, the 17th round, and the 18th round, respectively. Then, the
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total number of guessed key bits k, + ky can be characterized as ky + kf =
2]1'170 max {gkg,gk%_m mod 128,gk§%—18) mod 128}7 where gkal*i+j _ zé*iJrj T
Yo 7 0<i<31,0<5 <2 and gk! =) +47,17<i<18,0<j <127
Characterization of my. We partition the input differential state of the 16th
round, denoted by Aig4, into eight independent 16-bit substates. Specifically, for
each 0 < j < 7, the j-th substate is represented as (A%g“ﬁj, A}é“f"j, cel A}gj) =
M7 € {0,1}'°. Suppose that the propagation of M7 through two rounds re-
sults in 2" possible values of the 16-bit ciphertext difference Ax. Then, the
parameter my can be characterized by summing the individual contributions
my = 2]7-:0 m? Finally, the objective function of our MILP model is

127 7
Minimize Z max {gké, gk%j;l?) med 128, gk;%fls) mod 128} + Z mjp.
j=0 =0

5 Differential-based Attacks on BAKSHEESH

5.1 Differential-Linear Attack on 19-round BAKSHEESH
1 round 17 rounds
Ay

Our MILP model identifies the DL attack configuration Ap

Ig 1round, I'c, which is summarized in Table 6. Here, A; and Ig denote

the input difference and output mask of the 17-round DL distinguisher, which
exhibits an absolute correlation of 2759-2542 (The middle part of the distinguisher
is presented in the first row of Table 3). By extending A; backward by one
round, we derive the difference after the first-round S-box layer, denoted by
Ag,, as well as the plaintext difference Ap. Similarly, extending I forward by
one round yields the mask after the 19th-round S-box layer, denoted by I's,,,
and the corresponding ciphertext mask I'c. The symbols -, 1, and * indicate
inactive, active, and unknown difference/mask bits, respectively. The forward
and backward extension procedures involve the subkeys kg and k19. The detailed
attack procedure is presented in Algorithm 1. The key-guessing phase is divided
into three parts, as shown in Table 7.

Table 6: The differential-linear attack on 19-round BAKSHEESH

1klk ———— —Qskk ———= —mmm —mmm —mmm e e o Ikkk ———— —mmm —mmm ——

Ap |22 ZTTD I DD CTTD CIID D D DL DD Lokkk —1%%
==l oo floos cooo coes ooee ooee oo ooee oo oo Sl cooe cooe cooe oo

As, ‘ ——————————————————————————————————————————————————————————— 1 1--—-
———————————————————————————— 1--1 1-1- —=== =1-= —=== === ———— ———— ————

Ay | I M I I
=== === === -1-- -1-- -1-- -1-- -1-- === === === ———— ——]- —-1- —-1- —-1-

I's el e it 1 ---1---1--—-11--- -=-= === 1--= === —mmm —mem —ee
I Tokkok Pokkk Pokkk Pkkk Pkkk ———— ———— ———e ———— *kk 1k kk1k kklx kklx
S18 | kkkk ———— ———— - sokokk kkokk kokkk kokkk —111 ———— ———— SHlilil === =mes ==mm oeee

I 1-== 1#k%x ———— kklk —k—— dhokkk —1-— ———— —k—— Pkkk ———— *kklk ——k— dkkk —-11- —-——-
C | ——%— 1#kk ———— *klk ———k kkkk ——11 ———— ——— * Pkkk ———— kk]k k——— kkkk ———1 ————
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Algorithm 1 Key-Recovery Procedure of the 19-Round DL Attack

1: Data Collection

2: Choose 21994 plaintext-ciphertext pairs

3: Guess-and-Filter

4: for each guess of subkey bits kQ, ki, kS0, k{'C, ki?* do

5: for each guess of subkey bits k{, k2, k5, kS, k&', k52, k37, ko8, k32, k3?6 do
6: Evaluate the decision trees of S-boxes 0, 1, 20,29, 31 for all plaintexts P;
7 Derive plaintext pairs (P;, P;) satisfying the input difference Ap

8: Encrypt (P;, P}) to obtain ciphertext pairs (C;, C})

9: for each guess of 44 bits of subkey bit k19 do
10: Partially decrypt ciphertext pairs (C;, C;) one round
11: Compute correlation cor = (I'is, C; & C;)
12: if cor matches the expected correlation then
13: Store the current guess as a candidate key
14: end if
15: end for
16: end for
17: end for

18: Exhaustive Search
19: Exhaustively search the remaining key bits together with candidate keys
20: return The correct master key

Table 7: Summary of guessed subkey bits for the key-recovery attack

Step ‘ Guessed Subkey Bits / Linear Combinations
Lines4and 5 ko,ko,kgo, k(l)li) k124 and ko,ko,ko@ko,ko,ko,ko@ko,k 5
k k' @k k 17 k 118 k117 ®k118 k 125 k 126 k125 @kIQG
(see the decision trees in Appendiz B (c)-(f))

Line 9 K8 o k33, K137 0 kg3, WIET © k43, K33 o k1S, KT @ B, KT @ A,

(44 bits) km © kS, k3 k28, KE2 o ki3, K8 @ k20 k% © k%, kb @ k3,
kg @k197 k123 D kY, klgg O kTS, kis* ®Kki1S, k 19 @k197 k114@k197
k19 @Iﬁg, K} @k%{?, ki @k£37 k59 @ kig?, k19 ® kig, k79 @ kig,
k @k197 k115 EBlea k @k197 k110®k197 kl‘) @k%éoa kllo@klgv
kIS k15, kln @kZS, k{5 @Iﬁga kl%EBkIg, kis ® k19, ka ® kig,
kS @ k%85, klg @KL, k1o © k13, kia @ ko, k{e; @ ki2, ki3 © k1d*,
k (5] k?19 (&) k’lg, k’lg (&%) ]f (&) klOO'

Therefore, the backward extension by one round involves five active S-boxes.
We adopt the decision tree key-guessing strategy, resulting in an overall key-
guessing complexity of 6° ~ 212925 For the forward extension by one round, 44
key bits need to be guessed. Following [25] and [26], key recovery for the linear
part is efficiently performed using the FFT technique [34]. Specifically, for each
guess of the linear combinations of the last-round subkey bits, the computational
cost consists of 2 - 44 - 24* additions/subtractions and 244 multiplications.

In this paper, the lower bound for a 19-round encryption is estimated as
128 - 3 - 19 = 7296 bit operations. Assuming that a 128-bit addition requires
approximately 256 bit operations and a 128-bit multiplication costs about 128 -
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log, 128 = 896 bit operations, we obtain worst-case conversion factors of 27483
for additions and 27393 for multiplications. Accordingly, the time complexity of
the key-recovery phase for the linear part is equivalent to 2 - (27303 4 2-4.83 .
44) - 2244 19-round encryptions.

Complezity Fvaluation. According to Equation 1, when the advantage is set to
2 and the success probability is 0.55, the required number of plaintext pairs is
N = 211994 which implies that the data complexity of this attack is D = 2N =
2120-94 plaintexts. The attack requires D = 212094 registers to store the data and
an additional 2% memory units for the FFT distillation tables. Consequently,
the total memory complexity is approximately 212°-°4 blocks. In summary, the
parameters of our 19-round DL attack are N = 211994 L, =12.925, ¢ = %9 . 3—52,
pv =27303 py =278 Ly =44, k = 128, and a = 2. Thus, based on Equation
2, the overall time complexity of our 19-round DL attack on BAKSHEESH is
estimated as

T~ N + 20 (Ns +2(par + paky) - 22’”) 4 2k-a

—_ 2119‘94 + 212.925 (2119‘94 . %9 . % + 2((27303 + 274‘83 . 44) . 22~44)> 4 212872

~ 212697 19.round encryptions.

5.2 Boomerang Attack on 18-round BAKSHEESH

1 round

Our MILP model identifies the boomerang attack configuration Ap ——

15 rounds 2 rounds

Ay ——— Ay ———— Ag, which is summarized in Table 10. Here, 4,
and Ajg denote the input and output differences of the 15-round boomerang
distinguisher, which exhibits a probability of 270179 (The middle part of the
distinguisher is presented in the third row of Table 5). By extending A; backward
by one round, we derive the difference after the first-round S-box layer Ag,, as
well as the plaintext difference Ap. Similarly, extending A4 forward by two
rounds yields the differences after the 16th-round and 17th-round S-box layers,
denoted by Ag,, and Ag,,, and ciphertext difference Ac. The symbols -, 1, and *
indicate inactive, active, and unknown difference bits, respectively. The forward
and backward extension procedures involve the subkeys kg, k17, and kig. The
attack procedure is presented in Algorithm 2.

According to Equation 4, the complexity of Algorithm 2 depends on several
parameters, including the number of guessed key bits of kg, denoted by kp, the
logarithm of the number of all possible ciphertext differences my, and the time
complexity e required to update the counters for the guessed k; bits. In the
following, we detail these parameters in our attack.

- kp. For the 15-round boomerang distinguisher, extending one round backward
(i.e., Round 1) introduces the 11th, 12th, 25th, 27th, 29th, and 30th S-boxes,
each involving three associated key bits. We directly guess the key bits k34’45’46
corresponding to the 12th S-box. For the 11th, 25th, 27th, 29th, and 30th S-

boxes, the corresponding subkey values are recovered using the decision tree
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technique, requiring only six guesses per S-box (see Appendix B (a)-(d)). As
shown in Table 8, the total number of key hypotheses involved in this backward
extension phase is 2% = 23 x 6° = 62208 ~ 215925,

Algorithm 2 Key-Recovery Procedure of the 18-round Boomerang Attack

1: Data Collection
2: Construct 29% plaintext structures, each containing 2'* plaintexts
3: In each structure, bits at positions {40, 41,44, 45, 46, 97,98, 104, 105,113,114, 116, 117,
118} are exhaustively varied while all other bits remain fixed
4: Guess-and-Filter
5: for each guess of subkey bits of Ej (size ky) do
6: Initialize 2/ counters V[ky] < 0
T for each structure S; do
8: Evaluate the decision trees of S-boxes 11,12, 25,27,29, 30
9: Extract plaintext pairs (P1, P») satisfying the difference Ap and form the
set S = {(P1,Cl, P2702) | Eb(Pl) (&) Eb(Pz) = A,m}
10: Insert all elements of S into a hash table H indexed by the (n —my) inactive
positions of A¢ in both C; and C2
11: Randomly select collisions (C1, C2) and (C1, C5) sharing the same 2(n—mj)-
bit index and form quartets (C1,C2, C3,C4), where (C3,C4) = (C1,C5)
12: end for
13: Determine key candidates related to Ef using the quartets and increase the
corresponding counters
14: Select the top 2F/ ¢ hits in the counter as key candidates
15: end for
16: Exhaustive Search
17: Exhaustively search the remaining key bits together with candidate keys
18: return The correct master key
Table 8: Subkeys involved in Rounds 1, 17, and 18
Key ‘ Guessed Subkey Bits kf ‘ Equivalent Master Key Bits &’
i =0 | 44,45,46 (Direct Guess) | 44,45,46

i=0 | 40,41,42,96,97,98,104, 105,106, 112,113,| 40,41,42,96,97,98, 104, 105, 106, 112, 113,

114,116,117,118 (Decision Tree) 114,116,117,118 (Note: The decision
trees indicate that bits 40, 97, 104, 113,
and 116 are always guessed directly.)

i =18 | 99,90,49,8,107,66,57,16,115,74,33,24, | 117,108,67,26,125,84, 75,34, 5,92, 51, 42,

123,82, 41,0, 35,26, 113,72, 43,2, 121,80, | 13,100, 59, 18, 53, 44, 3,90, 61, 20, 11, 98, 69,
51,10, 97, 88, 59, 18, 105, 64, 3,122, 81,40, | 28,115,106, 77,36, 123,82, 21, 12,99, 58, 29,
11,98, 89, 48, 19, 106, 65, 56, 27, 114, 73,32,| 116,107, 66, 37, 124, 83, 74, 45,4, 91, 50, 121,
103,94,53,12,111, 70, 61, 20,119, 78,37, 28| 112,71,30, 1, 88,79, 38,9, 96, 55, 46, 17, 104,
127,86,45,4, 71, 62,21, 108,79, 38,29, 116,| 63,22, 89, 80, 39, 126, 97, 56, 47, 6, 105, 64, 23,
87,46,5,124,95, 54,13, 100, 39, 30, 117,76, | 14,113,72,31, 118,57, 48,7, 94, 65, 24, 15,
47,6,125, 84, 55, 14, 101, 92, 63, 22,109, 68 | 102, 73,32,119,110, 81, 40, 127, 86

1 =17 | 75,42,9,104, 79,46, 13,108, 15,110, 77, 44,| 92,59,26, 121,96, 63, 30, 125, 32,127, 94, 61,

83,50,17,112, 19, 114, 81, 48, 87, 54,21, 116, 100, 67, 34, 1,36, 3,98, 65, 104, 71, 38, 5, 40,
23,118, 85,52, 91, 58, 25, 120, 27, 122, 89, 56| 7, 102, 69, 108, 75,42, 9, 44, 11, 106, 73

- k¢. The subkeys involved in Rounds 1, 17, and 18 are summarized in Table
8. The key-guessing procedure prioritizes the subkeys of Round 1, followed by
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those of Rounds 18 and 17 in sequence. Consequently, redundant subkey bits
that appear in multiple rounds are highlighted in red to indicate that they have
already been guessed.

- my. Our 18-round boomerang attack is extended forward by two rounds. We
partition the 128-bit difference A4 into eight independent 16-bit blocks. These
initial difference segments are explicitly assigned as follows:

Arr? = 0x0080, A1L 7 = 0%0010, AT2 % = 0x2020, A”l = 0x4040,
A3 1% = 020000, A% = 0x1010, A5 %0 = 0%2020, A1Z7 M2 = 0x0000.

As illustrated in Figure 2, we take A%g""’o = 0x0080 as an example to analyze
the number of possible output differences that can arise after two rounds of
propagation. The total number of possible values for the ciphertext difference

123,90,57,24 4115,82,49,16 4107,74,41,8  199,66,33,0 : .
AT AT AL T ALY ’>1sdeterm1nedbythe

tuple (
size of the product of the active S-box output difference sets, which is given
by Qm(} = |.A3| X |./42| X |A1| X |.A0| =4 x1x4x4=064. Simﬂarly, the total
number of possible differential patterns for the remaining 16-bit blocks of Ajg
after two rounds of propagation can be derived in a similar manner, and the

comprehensive results are summarized in Table 9.

( B
15,14,...0 15,14,...0 99,98,97,96 A 67,66,65,64 135,34,33,32 73,2,1,0
Als 3 Ag G L4 Aj;  Avz Atz Ay
0x0080 OxOOfO L 0x1842 )

S

Y
7 4 4 2 2,1
A99 ,98,97,96 A6 ,66,65,6 A35 ,34,33,3 A3’ 9 ,0

£A1633905724 A115,82,49.16] p S A {A3,A2,A1,Ao)} g

107,74,41,8 9,66,33,0
A AG Az = {0x3, 0x6, Oxb, Oxe}, Ay = {0xf}
\Al = {0x3, 0x5, 0x8, Oxe}, Ay = {0x3, 0x5, Oxb, Oxd})

Fig. 2: Differential propagation over two rounds from A;g to Ag

Therefore, the logarithm of the number of all possible ciphertext differences
my of our 18-round boomerang attack is my = Z;ZO mic = log, 64 + log, 1 +
log, 64 + log, 2304 + log, 1600 + log, 1600 4+ log, 1009 + log, 1 ~ 54.44.

- €. The specific value of € is determined by the following attack procedure:

_ Step 1: Guess k!17108,67,26 1125847534 15925142 113,10059.18 (16 bits in
total). Decrypt to obtain A76 54 The cost is 216 = a5 = 2883 with a
filtering ratio of 1/64 = 276

— Step 2: Guess k5344:3.90 1:61,20,11,98 k69,28,115,106 §77:36:123.82 (15 bits). De-
crypt to obtain A . The cost is 210 - 2% . = - = where the filtering ratio
is 1/64 = 276,

— Step 3: Guess k21129958 1,29,116,107,66 1.37,124,83,74 145,4,91,50 5\ k79 — k96
(15 bits). Decrypt to obtain A8 . The cost is 219-215. 15+ with a filtering
ratio of 1/2304 = 271117,
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Table 9: Summary of 2-round differential propagation and entropy values mgc

i ‘ Aig Ac m?

0 A}g,lzl'”,() — 0x0080 A9CQ,90,49,8,107,66,57,16,115,74,33,24,123,82,41,0 10g2 64
1 Aiﬁé,:;o ..... 16 — 0x0000 Ag’?,SS,17,104,75,34,25,112,83,42,1,120,91,50,9,96 10g2 1
) Alllg,46,...,32 — 0x0010 A:é5,26,113,72,43,2,121,80,51,10,97,88,59,18,105,64 IOgQ 64
3 A63,62 ..... 48 — 0x1010 A30122 ,81,40,11,98,89,48,19,106,65,56,27,114,73,32 10g2 2304
4 Azg,'?s, 64 — 0%2020 A103 ,94,53,12,111,70,61,20,119,78,37,28,127,86,45,4 log2 1600
5 A?g,94,A,A,8O — 0x2020 A7cl ,62,21,108,79,38,29,116,87,46,5,124,95,54,13,100 10g2 1600
6 A}(ljl,llo,.”,ﬁ)ﬁ — 0x4040 A?C);g 30,117,76,47,6,125,84,55,14,101,92,63,22,109,68 10g2 1009
7 Ai§7,126,.u,112 = 0x0000 A'é:126,85,44,15,102,93,52,23,110,69,60,31,118,77,36 10g2 1

— Step 4: Guess k121-112.71,30 11,88,79.38 19,96,55,46 117,104,63,22 5y, kSl 98
(13 bits). Decrypt to obtam ASTE9 The cost is 22283 . 213 . L. .8 with a
filtering ratio of 1/1600 = 2~1°- 644.

— Step 5: Guess k89:80,39,126 L97,56,47,6 ,105,64,23,14 k113 7231118 (14 bits). De-
crypt to obtain A393 85 The cost is 225-186 . 914 % 35 with a filtering ratio
of 1/1600 = 2710 644

— Step 6: Guess k57 48,7,94 [6%:24,15,102 173,32,119,110 1:81,40,127,86 25 _ Jd2
and k$2 = k106 (15 bits). Decrypt to obtaln AS’HO oz . The cost is 228‘542 :
215 % - 2> with a filtering ratio of 1/1009 = 2~ 5 98.

The overall complexity factor € is summarized as

¢ —916 . 1 _i+210_215.i_3+219.215 1 6+22283 913 1 6

18 32 18 32 18 32 18 32
Step 1 Step 2 Step 3 Step 4
1 6 . -1 6
925.186 old = * D | 928.542 915 ~ 937.034
+ 8 32" 18 32
Step 5 Step 6

Complexity Evaluation. According to Equation 3, when the expected number

of surviving quartets s is set to 1 and the advantage a is set to 5, the success
probability is 0.8413. The corresponding data complexity is D = v/1- 221925 /1275 s =
2110:09 "The memory complexity is determined by the storage required for the
hash tables during the quartet generation. Storing the encrypted pairs in a hash
table requires approximately M = D 4 D/2 4 2F5 ~ 2110:09,

In summary, the parameters of our 18-round Boomerang attack are s = 1,
ky = 15.925, n = 128, Pr* = 2790179, my = 54.44, e = 37.034, k = 128, and
a = 5. Thus, based on Equation 4, the overall time complexity of our 18-round
Boomerang attack on BAKSHEESH is estimated as

T m /s 2R Fn/2+1 /Py 4 goke—nt2my py2 ¢ 4 gk—a
— 215.925+128/2+1 . 290.179/2 + 215.925—128+2~54.44 . 290.179 . 237.034 + 2128—5

~ 9126.48
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Table 10: The Boomerang attack on 18-round BAKSHEESH
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6 Conclusion

In this paper, we integrate decision tree techniques with the two-round differen-
tial propagation property of BAKSHEESH to parameterize the guessed key bits
and the logarithm of the number of possible plaintext/ciphertext differences.
This motivates the design of an automated framework that accounts for the dif-
ferential properties of non-linear components and searches for the best DL and
boomerang key-recovery attacks under the stated constraints. Using this frame-
work, we derive the first 19-round DL attack and the first 18-round boomerang
attack with time complexities of 2'26-97 and 2!2648 respectively. Additionally,
based on an 18-round differential distinguisher, we construct the first 20-round
chosen-ciphertext differential attack on BAKSHEESH with a time complexity
of 212259 improving upon the previous best differential attack by one round.
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A Differential Attack on 20-round BAKSHEESH

By employing existing automated search techniques [40], we identify an 18-round
differential distinguisher for BAKSHEESH with a probability of 27129, denoted

as Ao 18round, Ac, where
Ay = 0x400c09000000000000000000¢4000000,

Ac = 0x22002600110013008800890044004c00.

Then, we extend the distinguisher backward by two rounds to obtain a 20-
round differential attack, denote as Ap 2-round Ay 18-round Ac. The details
of the resulting 20-round differential attack on BAKSHEESH are summarized
in Table 11. Similar to the 18-round boomerang attack, we begin by detailing
the core parameters my and e. It is worth noting that this 20-round differential
attack is a chosen-ciphertext attack.

Table 11: The differential attack on 20-round BAKSHEESH

Fokkk KkRK Kkkk —1kk kkkk KKKk Kkkk —1kk ———— ———— ——— o

AP Fkkok kkkk —Pkk kkkk kkkk kkkk kkkk —lkok kkkk —1kk kkokk kkkk kkkk kkkk 1kkk kokkk
A —k—— ——k— ———k ]—m— —k—— ——k— ———k fmmm mmmm mmmm e e e e e
S0 | ==k= ===k 1-—= —k=— —k—= ——k— ———k -——— ——— *k 1-—— —k—— ——k— ——kk ———k —]1-— —1%-
A 1kkk Pkkk ———— ———— ———— 1kkk ———— ———— ———— ——mm ——— 1kkk ———— ———— —1%%
1 | mmmm e e e m o Pokkk —1kk ———= —mmm mmmm mmmm —m — o
== Sjles oom omom oome Sjlee oo oo oeom oo oo oo Sl oo oo oo

ASI ___________________________ i floms ommm s oo e e —eee ceee e
-1-- -=—= -—— 11-- -——- 1--1 ==== === —m—= —mm mmm —mm —em —em e oo

AZ ________________________________ 11== =f== e e e e e aeem
A --1- --1- --—= -=— —-1- -11- === === ——=1 =1 === ——== -—= 1 -—-11 ———— ———-
20 [1-—- 1--- —=—- ———- 1-—- 1--1 - - -1-- -1-- ——— ———= -1-- 11— ——— ———-

The subkeys involved in Rounds 1 and 2 are {k4+34i+2. 441,40 1 < <

15} U {k47,+3 4142, 4i+1, 44 | 24 < i < 31} together Wlth ki() 35,34, H k4() 39,38, 37
k68,67,66,65 k80’79’78’77 kl(JS 107,106,105 k124 123,122,121 k() 127,126,125
) ) ) ) .

- mp. The 128-bit difference Ag, can be decomposed into eight independent

16-bit blocks, whose corresponding entropy values mj, are summarized in Table
12. The logarithm of the number of all possible plaintext differences my of our
20-round differential attack is

log, 1760 + log, 160 + log, 160 + log, 160 + log, 1 + log, 1 + log, 160 + log, 304 ~ 48.317.

- €. The value of € is determined by the following six-step attack procedure:

127,126,125,124 ;123,122,121,120 ;119,118,117,116 ;115,114,113,112
— Step 1: Guess kg ko ko ko

k127 126,125,124 kO 127,126,125 (17 bits in total) EHCI‘ypt to Obtall’l A127 126, 125 124

The cost is 2!7 x 55 x & = 2'0 with a filtering ratio of 1/1760 ~ 2~ 10.752,
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111,110,109,108 ;,107,106,105,104 7,103,102,101,100 ;,99,98,97,96
Step 2: Guess £ k kK ko

5 13,0 0
fp 23122121120 2 125,122,121 (16 pits in total). Encrypt to obtain

1 0
123,122,121,120 : . .
Ag =520 The cost is 26218 x 216 x o5 X = = 219218 with a filtering

ratio of 1/160 ~ 277322,
2,61 4,53,52 1.51,50,49,4
_ Step 3: Guess kg?,,ﬁ 6 ,607k_(5)9,58,57,56’k85,5 153,52 ;51,50,49, 87k59,78,77,76
80,79,78,77 : ; 79,78,77,769 iq 914.896
ko , (20 bits). Encrypt to obtain Ag, . The cost is 21%8%0 x

220 x L x 2 = 22789 with a filtering ratio of 1/160 ~ 277322,
Step 4: Guess kiTA045:44 (43424140 ;89,88,5786 1:85.34,33,82 kli07,106,105,104
— 108107106105 "1 6 }i46) Encrypt to obtain A‘Z}I’E’OAQAS and AS?7,106,105,104.
The cost is 227574 x 216 x 2—10 X % = 236:574 with a filtering ratio of 1/160
9—7.322

Step 5: Guess 0 ko =
ko7 %%T (16 bits). Encrypt to obtain Aifi’gg’m’%. The cost is 236-252 x
216 » Lo 5 = 245252 with a filtering ratio of 1/160 ~ 27 7-322,

20 32
15,14,13,12 4 11,10,9,8 ;7,6,5,4 ;3,2,1,0 ;67,66,65,64 68,67,66,65
Step6: Guess k-2 =+ ,k‘07 s ’koya» ,k07’7 ’kl ,00,09,0% _ 1,05,67,00,

9

Q

31,30,29,28 ;27,26,25,24 ;23,22,21,20 ;19,18,17,16 ;.39,38,37,36
R Lk k Lk

cp - RO e ) o = Ry )
ki")’34’33’32 = kéb"j""ﬂ’dd (19 bits). Encrypt to obtain A%gl’gs’g?’%. The cost

is 24498 % 219 x o x & = 25719 with a filtering ratio of 1/304 ~ 278248,

The overall complexity factor € is summarized as

1 5 1 5 1 5 5

:217 Lo 26.218 . 216 L2 214.896 X 220 L. 227.574 A 216 .2

‘ 20 32 + 20 32 + 20 32 + 20 32
Step 1 Step 2 Step 3 Step 4

20 32 20
Step 5 Step 6

4 936.252 916, 15 1 944.93 919 1 6 ~ 957193
32 '

Table 12: Summary of backward differential propagation and corresponding mj

i As Ap m

0 A29,98,97,96,67,66,65,64,35,34,33,32,3,2,1,0 — 0x0880 A}D5,14,“A,U 10g2 1760
1 Ag(}3,102,101‘100,71,70,69,68‘39,38,37,36‘7,6,5,4 — 0x0010 AL;L(&O ..... 16 10g2 160
2 A}g&ﬁ106,105,104,75,74,73,72,43,42,41,40,11,10,9,8 — 0x4000 A‘]IJAG,A“,SZ Ing 160
3 Agfl,110,109‘108,79,78,77,76,47,46,45,44‘15,14,13,12 — 0%0400 Ai,g’w ..... 48 log, 160
4 Alsfs,114,113,112,83,82,81,80,51,50,49,48,19,18,17,16 — 0%0000 A;9,78,...,64 log, 1
5 A}SEQ,118,117,116,87,86,85,84,55,54,53,52,23,22,21,20 — 0x0000 A95’94 ..... 80 10g2 1
6 AIS%3,122,121,120,91,90,89,88,59,58,57,56,27.25,25,24 — 0x4000 A111,110 ..... 96 10g2 160
7 A}g%%126,125,124,95,94,93,92,63,62,61,60,31,30,29,28 — 0xc000 A},27'126 ..... 112 10g2 304

Complexity Evaluation. The data complexity of our 20-round attack is D = 2122

chosen ciphertexts. According to Equation 3, setting the expected number of
surviving pairs to s = 1 and the advantage to a = 7 yields a success probability
of 0.8015. Since my = 48.317 and € = 57.193, the time complexity is

D _ _ -
T=D+ ST . 6+2128 a _ 2122 +2122 128+48.3174+57.193 +2128 7 ~ 2122.59

of 20-round encryptions. The memory complexity is dominated by storing the
round key counters, which requires 2'% memory blocks.



24 Y. Liu et al.

B Decision Trees for A € {0xc, 0x6, 028, 0x1,0x2,0x4}

(e) A =0z2

Fig. 3: Decision trees for A € {0z¢, 026, 0z8, 0x1, 022, 0x4}
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