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Abstract. Proxy re-encryption (PRE) allows a proxy to convert a ci-
phertext under one public key into a ciphertext under another public key.
As an extension of PRE, attribute-based PRE (ABPRE) is an attribute-
based variant of PRE that converts a ciphertext associated with an at-
tribute vector (or a policy) into a ciphertext associated with a different
attribute vector (or a different policy). Several lattice-based ABPRE
schemes with security against honest re-encryption attacks (HRA secu-
rity) have been proposed; however, all existing schemes have been found
to have security flaws.

In this paper, we propose a provably HRA-secure ABPRE scheme. Our
construction is generic and starts from bootstrappable fully homomor-
phic attribute-based encryption (FHABE) with circular security. By in-
stantiating our generic construction with an existing lattice-based FHABE
scheme, we obtain the first provably HRA-secure ABPRE from lattices.

Keywords: Proxy re-encryption - Attribute-based encryption - Fully
homomorphic encryption

1 Introduction

1.1 Background and Related work

Cloud computing and large-scale distributed systems are now widely adopted
for storing and processing sensitive data in domains such as healthcare, fi-
nance, and critical infrastructure. In these environments, attribute-based en-
cryption (ABE) provides fine-grained access control by allowing data owners
to encrypt data under expressive access policies defined over attributes, so that
only users whose credentials satisfy the policy can decrypt. However, real-world
deployments demand dynamic delegation of access rights: when organizational
structures change, when data must be shared across institutional boundaries, or
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when access policies need to be updated, all without re-encrypting the data from
scratch and without exposing plaintext to the delegating server.

To enable dynamic delegation, Blaze, Bleumer, and Strauss [4] introduced the
notion of prozy re-encryption (PRE). PRE allows a semi-trusted party (called
a proxy) with a re-encryption key rks_,p to convert ciphertexts under Alice’s
public key pk, into ciphertexts under Bob’s public key pkg, without knowl-
edge of any information about the underlying messages or the secret keys. Such
re-encryption is useful in several applications including e-mail forwarding, en-
crypted data storage, and key escrow. PRE schemes are further classified by the
following properties:

Unidirectional vs. Bidirectional. In unidirectional PRE, rks_ g enables the con-
version of ciphertexts under pk 4 into ciphertexts under pkg, but not vice versa.
In contrast, bidirectional PRE allows re-encryption in both directions. We only
consider unidirectional PRE in this paper, since it offers finer-grained control
over re-encryption and greater flexibility in practice. Moreover, unidirectional
PRE can be trivially converted into bidirectional PRE by providing the proxy
with both rkq4_p and rkp_ 4.

Single-hop vs. Multi-hop. A PRE scheme is said to be single-hop if a re-encryption
key allows the conversion only once, for an encryption of a message. Meanwhile,
a PRE is said to be multi-hop if it allows the conversion many times, for a
(re-)encryption of a message. Because multi-hop functionality offers greater flex-
ibility in chained delegation, we focus on constructing a multi-hop PRE scheme.

HRA security. Cohen [9] demonstrated the inadequacy of CPA security for
PRE: it guarantees security only against a proxy, and does not prevent Bob
from learning information about Alice’s secret key from a ciphertext re-encrypted
from Alice to Bob. To address this issue, Cohen [9] introduced security against
honest re-encryption attacks (HRA), which is stronger than CPA security. The
adversary in the HRA game is given access to a re-encryption oracle and an
encryption oracle. This re-encryption oracle re-encrypts ciphertexts generated
via the encryption oracle, and the adversary is allowed to obtain re-encryptions
even from honest keys to corrupted keys. On the other hand, the adversary in
the CPA game is not allowed to access such oracles and get any re-encryptions
from honest keys to corrupt keys. We can observe that HRA security formalizes
security against both a proxy and a delegatee (Bob), and thereby ensures a more
realistic security for PRE applications.

Attribute-based proxy re-encryption. As an extension of PRE, Liang et
al. [14] introduced the notion of attribute-based prozy re-encryption (ABPRE).
ABPRE combines the static, fine-grained access control of ABE with the dy-
namic delegation capability of PRE, enabling a proxy to transform a ciphertext
for one policy into a ciphertext for another policy. ABPRE is classified into key-
policy ABPRE and ciphertext-policy ABPRE; throughout this paper, we focus
on the key-policy setting, where users’ secret keys are embedded in policies.
Furthermore, we consider post-quantum ABPRE.

Related work. Blaze, Bleumer and Strauss [4] introduced the notion of PRE
and proposed a multi-hop bidirectional CPA-secure PRE scheme based on the
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DDH assumption. Ateniese, Fu, Green and Hohenberger proposed a single-hop
unidirectional CPA-secure PRE scheme with bilinear maps [3]. Ateniese, Benson
and Hohenberger introduced the notion of key-privacy for PRE and presented
a key-private CPA-secure PRE scheme based on pairings. There has also been
extensive research on achieving stronger security notions for PRE. In particular,
several PRE schemes with security against chosen ciphertext attacks (called
CCA2 security) or its variant have been proposed so far (e.g., [6,15,8,5,11,16])
since Canetti and Hohenberger [6] formalized CCA2 security for PRE.

Cohen [9] introduced the notion of security against honest re-encryption at-
tacks (HRA), by strengthening CPA security for PRE. This line of work was
extended by Fuchsbauer et al. [12], who Fuchsbauer et al. [12] formalized CPA
and HRA security under adaptive corruptions and constructed adaptively HRA-
secure PRE schemes based on existing constructions such as [2,1,13,7]. Wan et
al. [18] further improved this direction by proposing an adaptively HRA-secure
PRE scheme with optimized properties. Zhou et al. [24] introduced fine-grained
PRE, which integrates PRE with functional encryption, and Zhou, Liu, and
Han [23] proposed an HRA-secure fine-grained PRE based on LWE.

As in (plain) PRE, several lattice-based ABPRE schemes with claimed HRA
security have been proposed in [17,22,21,20]; however, Yin et al. [19] demon-
strated attacks against HRA security of lattice-based PRE schemes whose re-
encryption procedure is a linear transformation. By employing these attacks,
adversaries in the HRA game can recover messages submitted in the challenge
phase and break the HRA security of those lattice-based PRE including ABPRE
schemes [17,22,21]. Meanwhile, Yin et al.’s attacks [19] do not work only for Zhao
et al.’s ABPRE scheme [20].

1.2 Owur Contribution

In this paper, we propose a HRA-secure ABPRE scheme. As one of our re-
sults, we identify a subtle gap in the security proof for the ABPRE scheme [20]
constructed from fully homomorphic attribute-based encryption (FHABE). We
further argue that this gap is not easily repairable; a detailed discussion is given
in Section 3.3. Since attacks against the other ABPRE schemes [17,22,21] were
shown by Yin et al. [19], our result shows that no existing ABPRE scheme has
a valid proof of HRA security.

We then propose a generic construction of ABPRE from FHABE and show
its HRA security. By instantiating our generic construction with Zhao et al.’s
FHABE scheme [20], we obtain a concrete lattice-based HRA-secure ABPRE
scheme. In summary, the proposed scheme is the first ABPRE scheme with
provable HRA security.

Technical Overview. Our generic construction of HRA-secure ABPRE builds
on the following line of work in the PRE setting:

— Cohen [9] introduced the notion of re-encryption simulatability and showed
that PRE satisfying this property achieves HRA security.
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— Fuchsbauer et al. [12] proposed a generic construction of PRE with (a variant
of) re-encryption simulatability, starting from fully homomorphic encryption
(FHE) with sanitizability [10].

— Ducas and Stehlé [10] showed that sanitizable FHE can be constructed from
any (lattice-based) FHE.

Combining these results, we can observe that it is possible to construct an
HRA-secure PRE by applying Fuchsbauer et al.’s generic construction to any
FHE. We lift this approach from the PRE setting to the ABPRE setting: our
goal is to construct HRA-secure ABPRE starting from FHABE.

A key obstacle is that sanitizability has only been defined for (plain) FHE,
and no corresponding notion exists for FHABE. To overcome this, we formalize
a suitable notion of sanitizability for FHABE by extending the definition of
Ducas and Stehlé [10]. We then show that the FHABE scheme [20] satisfies this
formalized sanitizability. Based on this, we present a construction of HRA-secure
ABPRE, which starts from FHABE satisfying sanitizability, CPA security, and
master-key circular security. By instantiating our construction with the existing
lattice-based FHABE scheme of Zhao et al. [20], we can obtain a concrete lattice-
based ABPRE scheme with provable HRA security.

2 Preliminaries

Notation. For an integer n € N, let [n] = {1,...,n}. We write z + X to denote

that z is sampled according to distribution X, and s & S to denote that s is
sampled uniformly at random from a set S. Column vectors are denoted by bold
lowercase letters (e.g., a), and matrices by bold uppercase letters (e.g., A). For a
vector a, let ||al| and ||al|« be the I3 norm and the maximum norm, respectively.
For a matrix A, let ||A|| be the I3 norm of the longest column of A.

A negligible function is denoted by negl(). For a function f:S — S and an
element a € S, we write f¥(a) for the k-fold composition of f applied to a.

Statistical Distance. For two distributions X', ) over a finite set S, the statis-
tical distance A(X,)) between X and Y is defined as

1
AX,Y) =5 ) [Pr¥ =s] — Pr[y = s]|.
s€S
Lemma 1 ([10], Lemma 2.3). Let f : S — S be a probabilistic function and

0 € [0,1] such that A(f(a), f(b)) <& for all a,b € S. Then, for all a,b € S and
k >0, it holds that A(f*(a), f¥(b)) < &*.

2.1 Fully Homomorphic Attribute-based Encryption

Definition 1 (FHABE [20]). Let M be a plainteat space, X' be an attribute
space, F = {f i L Z} be a policy family, and G = {g : M* — M} be a circuit
family. A (key-policy) FHABE scheme consists of the following polynomial-time
algorithms:
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— Setup(1*,1) : On input a security parameter X\ and 1, output a public param-

eter pp and a master secret key msk.

KeyGen(pp, msk, f € F) : On input the public parameter pp, the master secret
key msk, and a policy function f € F, output a public key pky and a secret
key sk for policy f. Typically, pky is used to evaluate ciphertexts for policy
f-

Enc(pp,x € X', € M) : On input the public parameter pp, an attribute
x € X!, and a message i € M, output a ciphertext cty associated with x.
Dec(pp,skf,ctx) : On input the public parameter pp, a secret key sk for
policy f, and a ciphertext ct, output an error symbol L if ct does not satisfy
policy f. Otherwise, output a message .

Eval(pp, pky, (cty,...,ctg),g) : On input the public parameter pp, a public key
pky for policy f, ciphertexts cty,...,cty of messages i1, ..., py, respectively,
and a circuit g € G, output L if there exists i € [k] such that ct; does not
satisfy policy f. Otherwise, output an evaluated ciphertext cty of a message

g(p1, - -+, px) for policy f.

Definition 2 (FHABE Correctness). A FHABE scheme FHABE = (Setup,
KeyGen, Enc, Dec, Eval) is said to be correct if, for every A € N, 1l € N, f € F,
(pp, msk) < Setup(1*,1), and (pky,sky) < KeyGen(pp, msk, f), the following
conditions hold:

— For every message u € M, every attribute x € X' such that f(x) = 0

and every ciphertext ctx < Enc(pp,x, 1), it holds that Pr[Dec(pp, sk, ctx) =
(1] > 1 —negl()).

— For every k messages p1,...,u, € M, ciphertexts cty,...,cty of messages

W1, pi for policy f, respectively, and circuit g € G, it holds that Pr[Dec(
pp,skg,cty) = g, ..., k)] > 1 — negl(X), where cty < Eval(pp, pk;, (ct1,
s 7Ctk)7g)'

CPA security of FHABE is defined by the following game ExpgmBE’ 4N

between an adversary A and the challenger:

1.
. Setup: The challenger runs (pp, msk) < Setup(1*,1) and sends pp to .A.

Init: A sends the target attribute x* € A",

Query Phase 1: A is allowed to make polynomially many queries to the
key generation oracle QK% that takes a policy f € F as input, runs
(pky,sky) < KeyGen(pp, msk, f), and outputs pk if f(x*) = 0 and (pk, sk;)
otherwise.

Challenge: A submits two messages pg, 1 € M with equal length. The
challenger chooses a random bit 3 & {0, 1} and outputs a challenge cipher-
text ct* <— Enc(pp, x*, 11).

Query Phase 2: After receiving the challenge ciphertext ct*, A continues
to make queries as in Query Phase 1.

Guess: A outputs 8’ € {0, 1}. The game outputs 1 if 8 = 5’ and 0 otherwise.
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Definition 3 (CPA Security of FHABE). A FHABE scheme FHABE =
(Setup, KeyGen, Enc, Dec, Eval) is selectively CPA-secure if, for any PPT adver-
sary A in Exp(F:mBEyA()\), it holds that Advgm\BEyA()\) = Pr[B=p]-1/2] <
negl(A).

Furthermore, we define user-key circular security for FHABE. This secu-
rity notion ensures that no adversary against a FHABE scheme can distinguish
between an encryption of a user secret key and that of a random value.

The security game Expﬁﬁfé'gu()\) is defined as follows:

1. Init: A sends the target attribute x* € X'
2. Setup: The challenger runs (pp, msk) < Setup(1*,1), sends pp to A, and

chooses & {0,1} at random.
3. Query Phase: A is allowed to make polynomially many queries in any order
to the following oracles:
— OKeYGen( ) On input a policy f € F, run (pky,sky) < KeyGen(pp, msk, f)
and output pk; if f(x*) = 0. Otherwise, output (pk,sk).
— OFr(f) : On input a policy f € F, output L if f(x*) # 0. Otherwise,
run (pk;,sk;) < KeyGen(pp, msk, f) and do the following:

e If 3 = 0, sample p & M at random such that lu| = [sky|, and
compute cty+ < Enc(pp,x*, p).
e If 3 =1, compute cty- < Enc(pp, x*,sky).
Finally, output cty«.
4. Guess: A outputs 8’ € {0,1}. The game outputs 1 if 8 = 8’ and outputs 0
otherwise.

Definition 4 (User-key Circular Security). A FHABE scheme FHABE =
(Setup, KeyGen, Enc, Dec, Eval) is user-key circular-secure if, for any PPT adver-
sary A in ExpEﬁ',&cé'ErA()\), it holds that Advﬁaj\cé’,'fg()\) = Pr[f=p]-1/2] <
negl(\).

We assume that bootstrappable FHABE schemes achieve this security notion,
since bootstrapping inherently requires some auxiliary information related to the
secret key. Indeed, in the FHABE scheme [20], the public key pk 7 Includes an
encryption of the secret key sk, and its CPA-security is proven under the circular
security assumption.

2.2 Attribute-based Proxy Re-encryption

Definition 5 (ABPRE). Let M be a plaintext space, X' be an attribute space,
and F = {f P L Z} be a policy family. A multi-hop unidirectional key-policy
ABPRE scheme consists of Setup, KeyGen, Enc and Dec described in Definition
1, as well as the following additional polynomial-time algorithms:

— ReKeyGen(pp, sk, , pky,, f1, f2) : On input the public parameter pp, a secret
key sk, , a public key pky, and a pair of policies (f1, f2) € F x F, output the
re-encryption key rky, _ p,. This key can re-encrypt a ciphertext for policy fi
to a ciphertext for policy fo.
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— ReEnc(pp, rky, 1,5 Pk, ct) : On input the public parameter pp, a re-encryption
key rkf,—r,, a public key pky,, and a ciphertext ct, output L if ct does not
satisfy policy f1. Otherwise, output a re-encrypted ciphertext cty, for policy

f2.

Definition 6 (ABPRE Correctness). An ABPRE scheme ABPRE = (Setup,
KeyGen, Enc, Dec, ReKeyGen, ReEnc) is said to be correct if, for every A € N,
1 € N, and (pp, msk) « Setup(1*,1), the following conditions hold:

— For every f € F, (pky,sky) < KeyGen(pp, msk, f), every message p € M,
every attribute x € X' such that f(x) = 0, and every cty <+ Enc(pp,x, p), it
holds that Pr[Dec(pp, sk, ctx) = p] > 1 — negl(A).

— For every (f1, f2) € F x F, every (pky,,sky, ) < KeyGen(pp, msk, f1), (pky,,
Skfg) — KeyGen(pp7 mSk7 .f2)7 rkf1—>f2 A ReKeyGen(pp, Skf17 pkf27f1a fQ); and
every p € M, it holds that Pr[Dec(pp,sky,, ReEnc(pp, rky, ,,pky,,ct)) =
1] > 1 —negl()\), where ct is a fresh or re-encrypted ciphertext of a message

u for policy fi.

HRA security of ABPRE is defined by the following game ExpﬂgéRE’ 4N
between an adversary A and the challenger:

1. Init: A sends the target attribute x* € X",

2. Setup: The challenger runs (pp, msk) < Setup(1*,1) and sends pp to A.
Then the challenger initializes a counter N, = 0, empty key-value stores
CT,RK, and an empty set TG.

3. Query Phase 1: A is allowed to make polynomially many queries in any
order to the following oracles:

— OKeYGen( ). On input a policy f € F, run (pkf,sky) < KeyGen(pp, msk, f)
and output pk; if f(x*) =0 and (pkg,sk;) otherwise.

— OReKeyGen( ¢ £} . On input a pair of policies (fi, f2) € F x F, output
Lif f1(x*) =0 and fo(x*) # 0. Otherwise, proceed as follows:

o If RK[f1, f2] does not exist, run (pky, ,sky, ) < KeyGen(pp, msk, f1),
(pky,,sky,) < KeyGen(pp, msk, fa),rky, s, < ReKeyGen(pp, sk,
pky,, f1, f2), and output rkg, ¢,. Then, set RIC[f1, fo] < rkp, - p,-

o Otherwise, retrieve rky, _, 7, < RK[f1, f2] and output rky, _,.

— OFr¢(x, 1) : On input an attribute x € X! and a message u, output
ctx < Enc(pp,x, 11). Increments N; and sets CT[x, Ngt] < ctx.

— OReEnc(f fo.x,k) : On input a pair of policies (f1, f2) € F x F, and a
key (x € X'k < N), output L if CT[x, k] does not exist. If f;(x) # 0,
also output L. Otherwise, proceed as follows:

o If RK[f1, f2] does not exist, generate (pky, ,sk;, ) < KeyGen(pp, msk,
f1), (pky,,sky, ) <= KeyGen(pp, msk, f2), and rky, ., < ReKeyGen(pp,
skg,,Pky,, f1, f2) and set RE[f1, fa] < rky, z,. Otherwise, retrieve
ks po — RK[f1, ).

e Run (pky,,sky,) < KeyGen(pp, msk, f2), retrieve ct < CT[x, k], and
compute cty, < ReEnc(pp, rky, - ,, pky,, ct).

e Output cty,, increment N, and set CT[x, Net] < cty,.
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4. Challenge: A submits two messages g, 1 € M with equal length. The

challenger chooses a random bit g & {0, 1} and outputs a challenge cipher-
text ct* <— Enc(pp, x*, 13). The challenger also increments N, adds N to
the set TG, and sets CT[x*, Ng| « ct*.

5. Query Phase 2: After receiving the challenge ciphertext ct*, A continues
to make queries in the same way as Query Phase 1 except for the following
procedure of OReEnc.

— If ke TG and fi(x*) =0 and fo(x*) # 0, output L.
— If k € TG and the output of OREN is not L, add N, to the set TG after
increment.

6. Guess: A outputs 8’ € {0, 1}. The game outputs 1 if 8 = 5’ and 0 otherwise.

Definition 7 (HRA Security of ABPRE). An ABPRE scheme ABPRE =
(Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is said to be selectively HRA-secure
if, for any PPT adversary A in ExpggéREyA()\), it holds that Adv?EéRE’A(A) =
[Pr[8 = 7] — 1/2] < negl(\),

Remark 1. All of the ABPRE security games defined in previous works do not
specify whether the re-encryption keys are persistent or ephemeral, i.e., whether
rkf,— f, is reused or freshly generated each time the same pair (fi, f2) is queried.
This difference is crucial because both Yin et al.’s attack [19] and our cryptanaly-
sis of Zhao et al.’s ABPRE scheme [20] are assumed the persistent re-encryption
key model.

In our ABPRE security games, we introduce a key-value store R/C in order
to ensure that the re-encryption keys are persistent. It is worth noting that the
persistent model better captures real-world scenarios, where a proxy uses the
same rky, _, ¢, for multiple re-encryption requests from policy fi to policy f.

Similarly, CPA security of ABPRE is defined by the game ExpiEéRE’ 4N,
which is identical to Expf\géRE, 4(A) except for the following procedures:

— The game does not use Ny, CT, and 7G.
— A is not given access to OF" and OR®E"® in Query Phases 1 and 2.

Definition 8 (CPA Security of ABPRE). An ABPRE scheme ABPRE =
(Setup, KeyGen, Enc, Dec, ReKeyGen, ReEnc) is said to be selectively CPA-secure
if, for any PPT adversary A in Exp%E’%RE’A(A), it holds that Adv%E’éRE’A(x\) =
[Pr[s = 5] —1/2| < negl(}).

Moreover, we describe the property of re-encryption simulatability. Infor-
mally, re-encryption simulatable ABPRE requires that a re-encrypted ciphertext
cAtf2 + ReEnc(pp, rks, - 1,, pkfz,ct) can be simulated without knowledge of the
secret key sk, (and the re-encryption key rk¢, ¢, generated from sk fl)‘ Susilo
et al. [17] showed that if a CPA-secure ABPRE scheme satisfies re-encryption
simulatability, it is also HRA-secure.
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Definition 9 (Re-encryption Simulatability). An ABPRE scheme (Setup,
KeyGen, Enc, Dec, ReKeyGen, ReEnc) is re-encryption simulatable if there exists a
PPT algorithm ReEncSim such that

A((ReEncSim(aux), aux), (ReEnc(pp, rky, - ,, Pky,, ct), aux)) < negl(}),

for all pe M with overwhelming probability over aux=(pp, f1, fa, pky, , pky,,sky,,
ct, 1), where (pp, msk) < Setup(1*,1), (pky, ,sky, ) < KeyGen(pp, msk, fi € F),

(pkaa Skfz) < KeyGen(ppa mSkv f2 6]:)7 rkfl‘?f2 — ReKeyGen(ppa Skfla pkf27 f17f2)7
and ct is an encryption of a message u for policy fi.

Lemma 2 ([17], Theorem 2). An ABPRE scheme is selective HRA-secure if
it is selective CPA-secure and re-encryption simulatable.

3 Cryptanalysis of Zhao et al.’s ABPRE scheme

In this section, we briefly review the construction of Zhao et al.’s ABPRE
scheme [20] and show a subtle gap in the security proof for this ABPRE scheme.

3.1 Overview of Zhao et al.’s ABPRE

We review the construction of Zhao et al.’s ABPRE HQEEEE = (Setup, KeyGen,
Enc, Dec, ReKeyGen, ReEnc). The basic FHABE scheme is ITT7ABE = (Setup,
KeyGen, Enc, Dec, Eval) which appears in Appendix A. Following [20], we describe
the algorithms ReKeyGen and ReEnc. The system parameters are set as follows:
For a security parameter A and a family of policy circuits F = {f : Zfl — Zq}
with depth bound dr, let n = poly()\), ¢ = 2%, m = O(nlogq), ar = (m+1)%*.
Additionally, let G = 1,®(1,2,...,2leed) ¢ Zy*™ be a gadget matrix and x be
a B, -bounded error distribution. Set o = w(ar -v/logm), where ar > \/nlogm
for ensuring the correctness of the trapdoor algorithms. Let Q = ng denote the
modulus of Ring-LWE, for some base By, and N = ¢/2 denote its dimension. A
bootstrapping base B, and a key switching base Bys are chosen suitably for the
correctness of II. QEXEE. Then, the algorithms ReKeyGen and ReEnc are described
as follows:

— ReKeyGen(pp, sky, , pky,, f1, fa) = rky, s p,: Parse sky = Ry, € Z2"*™.
1. Choose an attribute vector y = (y1,...,4;) € X! such that fo(y) = 0.
2. Choose EY) & Zyp<3ma, Eg) — y(HDmx2md anq Eér)  ymx2md,
3. Compute 1\7[5” — [AB1 + 5G| |B; + ylG]TEgr) + Eér) and My «
UTE" + B —P2R,,)T.
4. Compute Dy, y < KeyEvalp(f2,y), and let

T

(s Im m Om m \ 1.7 T T

My = {oli ny] M{” = (AIB,) B + EJ,
mxm 2,
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where E{” € 22m*?#md is an error-matrix whose maximum norm is small,

and KeyEvalp (f2,y) outputs Dy, ,, whose maximum norm is small such

that [B1 +21G| -+ |B; + ;G| - Dy, y = By, + f2(y)G.

MY) 02m><m

Mg) I’m><m

— ReEnc(pp, rky, - f,, Pk, , ct) — ctgpz):

1. If ct is a fresh ciphertext under x, as ctx = (Cipn,C1,. .., Cl, Cout), OUtput
L if fi(x) # 0; otherwise, compute cty, < KeyEval,(f1,%, {Bj, ci}icy)
and set cty, = (€, Cout) € ZJ™, Where &5, = [Cinllcy, |-

2. If ct is an evaluated or re-encrypted ciphertext for f, output L if f # fi;
otherwise, let ct be cty = (€7, = [cin|cy,], Cout)-

G™H(ey,)

Cout

5. Output rkg, 5, = l

3. Compute c_t;? =rkp 5, {
that G - Gil(éfl) = éf1'

4. Output Etgcz) + Bootstrap(pp, pka,EtgcTz)), where Bootstrap is a determin-

istic bootstrapping algorithm used in H?gKEE.

, where G™1(¢y,) is a vector such

3.2 Security proof for HQ('_?’E_T_E

In the security proof [20, Theorem 3] for HQEKEE, the reduction under the lat-
tice assumption uses simulation algorithms (Setup,,,, ReKeyGeng,,,, ReEncgim.1,
ReEncsim_g); In particular, we consider the case where the adversary queries
OReKeyGen( £, fo) and ORES(f, fo, %, k) for (f1, fo,%) such that fi(x*) = fo(x¥)
A x # x*. We show that the simulation algorithms do not work in this case.
Following [20], we describe the overview of ReKeyGeng;,,, and ReEncgim-2, be-

cause these algorithms are used to simulate the environment of the case.

~ ReKeyGeng (pp, f1, f2) (where fi(x*) = 0);
1. Choose y = (y1, ...,y such that fa(y) = 0.
2. If fo(x*) # 0, output L; otherwise, choose X; & Zng)mwmd and
Xg”) ﬁ ZZ@Xde'
3. Evaluate Dy, ,, < KeyEvalp(f2,y,{B1,...,B;}) and compute XY) =
T
|:Im><m Omxm:| . X(T)
Olmxm ng,y L
k(sim) _ Xgr) 02 xm
Il XY L
- ReEnCsim—Q(ppv fla f2a (X,])) (Where (X 7é x* A fl(X*)) = O)
1. Retrieve ctx = (c,Coyt) corresponding to (x,j) from CT, where ¢ =
[Cin|cr] -~ |ci].
2. If f1(x) # 0, output L.
3. If fi(x) = 0, since x # x*, there must be some k such that =) # x}.
Suppose that z; # x; and proceed as follows:

4. Output r
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(a) Set Hy = [A|B1+z:1G|-- - |B;+2,G] = [A|[AS]+(x1—27)G| - - - |AS; +
(a1 - 2})G].

(b) Compute the trapdoor T |B,++,G] by using the trapdoor algorithm,
then obtain the trapdoor T|A|B,+z,G|.|B/+2:G]-

(c) Generate the trapdoor Ty, by switching the rows of the matrix
T[A|B1+I1G\-~~|Bl+x,G]~

(d) Sample Ry < SampleD(Hy, Ty, , U, o) such that Hy - Rx = U.

(e) Select an attribute vector y = (y1,...,y) such that fo(y) = 0.

(f) Set Hy = [A|B1 + y1G‘ s ‘Bl + ylG]

(g) Choose a random matrix R & ZZX(lH)md, sample Ry — y(HDmx(+1)md
and Ry + me(l+1)md.

(sim) [AIB; + 1G]+ |Bi + uG] "R1 + R 014 1)mxm
(h) Compute rk,"Ty { UTRy + Ry — P2(Ry) " L.
-1
. [G (c)} e z{+2m.

(i) Compute Etg,r) = rkgly

(j) Output 6t(fz) < Bootstrap(pp, pky, C_tgrr))'

ut

HABPRE

3.3 Analysis of the security proof for II;C,~

We show that the simulation with the algorithms ReKeyGeng,, and ReEncgm-2
does not work in the security proof (i.e., the proof of [20, Theorem 3]). As
mentioned earlier, we consider policies and an attribute vector ( fl, f~27§<) such
that fl(x*) = fg(x*) A X # x*. Then, we demonstrate that a re-encrypted
ciphertext generated by OReKeyGen( £, £y and OReEne(f) | f, (%, k)) is not correct.

ReKeyGen( f F : (sim)
1. Query ORetey&en(f,  f5) and obtain rkf1—>f2'

2. Issue an encryption query (x, ) such that g # p* A fi(x) = 0Ax # x* and
obtain (k, cty). o
3. Issue a re-encryption query (f1, f2, k) and obtain ct o

4. Compute (ft;zQ + ReEnc(pp, rk}s'm) Pk 7, s Ctx- ).

1= f2’
Then, the simulation with ReKeyGeng,,, (pp, f1, f2) and ReEncgm2(pp, f1, f2, (X,7))
fails in the HRA game, with overwhelming probability.

First, supposing that Etf2 <+ Bootstrap(pp, pkf2,6tg,r)), )

ylb

&l _ [AB1 +41G| - [Bi + 1G] "Ry + Ra Oty 1ymxm | [G7H(c)
y U'R; +R; — PZ(RX)T L.xm ’

Cout

Next, by letting (:~t;z2 + Bootstrap(pp, pky,, c_tl(;')')7 c_tgf')’ is

Etgj")’ — I’k(Sim) |:G1(C):| _ [X({)/ 0(1-&-1)7n><m] . |:G1(C):| )

oy /
x ¥ Cout Xgr) Im xm Cout

The algorithm Bootstrap actually performs the homomorphic AND opera-
tion on ct{!)’ (denoted as ¢ty « Eval. AND(pp, pk, ,ct{"”, ct{/)")). Additionally,
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recall that the algorithm Eval.AND (i.e., Bootstrap) is deterministic. ct\/) #

Etg,r)’ holds with overwhelming probability. Hence, ct;, # Et;;z holds with over-

whelming probal(oi)lity,( f)or c~tf—2 = Eval. AND(pp, pk '2,C_t§,T), c_t“(f)) and cNt/];2 = Eval.

() = (r)

AND(pp, pk, . cty /', cty ). .

Furthermore, it is difficult to fix the simulation by using rk}s'i) 7 in the
1 2

ReEncgm.» simulation, in the straightforward way. Due to x # x*, the adver-

sary can re-encrypt the transformed ciphertext ct j, into a ciphertext which can

be decrypted by using a corrupted secret key sk such that f3(x*) # 0. Ad-

ditionally, the adversary can decrypt cty, and confirm if the message p can be

recovered correctly. Then, cty, must be a valid encryption of p, but it is impos-

(sim)

kflﬁf;.

is not correct, and it is difficult to

sible to produce such an encryption by re-encryption via r

HABPRE

Therefore, the security proof for 1175,

fix this proof in a straightforward way.

4 Sanitizability for FHABE

In this section, we introduce the notion of sanitizability for (F)HABE and show
that the FHABE scheme [20] (with the modified parameters) satisfies this prop-
erty. Sanitizable FHABE has an additional algorithm Sanitize, which transforms
ciphertexts into the sanitized ciphertexts. For any two ciphertexts encrypting
the same message under the same policy, the sanitized ciphertexts are required
to be statistically indistinguishable.

Definition 10 (Sanitizability). A FHABE scheme (Setup, KeyGen, Enc, Dec,
Eval) is sanitizable if there exists a PPT algorithm Sanitize that, given a public
parameter pp, a public key pky, and a ciphertext ct as input, outputs a sanitized
ciphertext cty. Here, Sanitize is required to satisfy the following properties for
every (pp,msk) < Setup(1*,1), f € F, (pky,sky) < KeyGen(pp, msk, f), and
we M:

— Let ct be an encryption of message i for policy f. Then, it holds that
Pr[Dec(pp, sk, Sanitize(pp, pky, ct)) = u] > 1 — negl()).
— Let cty, cty be ciphertexts of message v for policy f. Then, it holds that
A((ctr, g, pp, Py, sky), (Cta,r, PP, Pk, sky)) < 277,

where cty 5 + Sanitize(pp, pky,ct1) and cty ¢ < Sanitize(pp, pky, cta).

4.1 Construction

We then present an algorithm for Sanitize by extending the algorithm Sanitize
for FHE [10].

We define Sanitize(pp, pky, ct) — cty as the A-fold iteration a subprocedure
Wash(pp, pky, ct) — ct. Here, Wash is required to satisfy the following properties:
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— If ct is a valid ciphertext of a message u for policy f, then ct <— Wash(pp, pk £
ct) is also a valid ciphertext of the message p for policy f.

— For any valid ciphertexts cty, cty of the same message p for policy f, it holds
that A(Wash(pp, pky, ct1), Wash(pp, pky, ctz)) < 1/2.

Based on these properties, cty < Sanitize(pp, pky,ct) is a valid ciphertext,
and we have

A(Sanitize(pp, pky, ct1), Sanitize(pp, pky, ct2)) < 27,

by Lemma 1. Hence, this algorithm satisfies the properties in Definition 10.

4.2 Applying Sanitize to the FHABE scheme [20]

Now, we apply our construction of Sanitize to the FHABE scheme HZFEQEE
proposed by Zhao et al. [20] with modified parameters. Specifically, we define
Wash(pp, pk, ct) := Rerand(pp, pk, Bootstrap(pp, pk, ct)), and describe how to
construct Rerand that satisfies the conditions of Wash. The full construction of
H'Z:E'QEE is given in Appendix A.

In HEE,Q_EE, for a ciphertext ct of a message p € {0,1}™ for the policy f,
cty < Bootstrap(pp, pky, ct) is of the form

[ ABTsee ]
Cout € Ly U's+eou + [¢/4] - 1 a
where A, By, U € Zy*™ are public matrices, s € Zj is a secret vector, and
e c ng, eout € Zj' are error vectors such that |le[| < 2m?B,, - log, ¢ and
lleout|| < 2m2azBy -log, g + 6.
Given a bootstrapped ciphertext cty = (cf,Cout), We construct Rerand as
follows:

1. Sample s & Zy, & & [—E,E]?™, &,u & [~ E, E]™ uniformly at random.
2. Compute €5 < [A|Bf]T§ +éand ¢,y — UTS+ 6,4

~o_ | ¢ cr+cy
3. Output cty = [éouj — Lout e

Next, we show that 6tf < Wash(pp, pky, ct) described above can be decrypted

correctly. In HZFEQEE, the secret key sk, is a matrix Ry € Z2mX™ guch that

[A|Bf|R; = U and ||[Ry|| < 2mo. The decryption algorithm Dec(pp, sk, cty)
computes the following:
€out = Rj &y = U (s48)+eout+8our+ /4] n—R} ([A|By]" (s+85)+e+8&)
= U (s48) +eour+eourt+[a/4] p—U' (s+5)~Rj (e+e)
= eout+éout _R; (e+é)+ I_q/4J K-
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If the norm of the error term e,,; + €out — RJT (e + &) satisfies

Heout + éout - R}r(e + é)H
< 2mPazB, -logyq + 6 + E + 2mo(2m?B, - log, ¢ + E)
= 2m?B, (aF + 2mo) - logy ¢ + § + (2mo + 1)E < ¢/16, (1)

then ct # (and its homomorphic evaluated ciphertext) can be decrypted by com-
puting g < [(4/q)(Cour — R} €5)] mod 4.

Finally, for encryptions cty, cto of a message g € {0,1}™ for the policy f, we
estimate the bound of A(Wash(pp, pky,cty), Wash(pp, pky, ct2)).

Let s; € Z7, € € Z2™, €, € LT , 8 & 1, & & [—E, E]*™, and & pur <&
[—E, E]™ for i € {1,2}. Then, ct; y - Wash(pp, pk, ct;) is of the form

o e ABT s 5 et é
- UT(Si + 51) + € out + éi,out + LQ/4J Y .

Since (s; +8;) follows the uniform distribution over Zjy, the statistical difference
between Etl,f and Etg,f lies only in the error term e;, €; oyt, €;, and €; 4,,¢. Hence,
we have

A(cty, g, cta,f) < A(Cr,g,€2,5) + A(€10ut, €2,0ut)
S A(el + élv e + éZ) + A<e1,out + él,outa €2 out + é2,out)
<om. 2m2BXE~ log, ¢ n 2m2a]_—BXE'log2 q+ 5'

If A(cty ¢, cta ¢) < 1/2 holds, then we have
E > 4m®B, (aF + 2) + 2ms. (2)

Therefore, the FHABE scheme HZFE'/’:EE with modified parameters that satisfy
inequalities (1) and (2) is sanitizable. Note that parameters in the original scheme
HZFEQEE are required that 2m?B, (ar + 2mo) - log, ¢ + § < ¢/16.

The overhead of the proposed algorithm Sanitize is dominated by A iterations
of the bootstrapping procedure. In HZFEQEE, bootstrapping takes O(n log? ¢ log® Q)
time [20], where n is the LWE dimension, and ¢ and @ are the LWE and
RLWE moduli, respectively. Therefore, the time complexity of Sanitize is O(X -

nlog? qlog® Q).

5 Our HRA-secure ABPRE

In this section, we propose our HRA-secure ABPRE scheme ABPRE = (Setup,
KeyGen, Enc, Dec, ReKeyGen, ReEnc). This is a generic construction starting from
a sanitizable FHABE scheme FHABE = (Setup, KeyGen, Enc, Dec, Eval, Sanitize).
We assume that ABPRE and FHABE are defined over the same message space
M, the same attribute space X, and the same policy family F = {f st — Z}.
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Since the algorithms Setup, KeyGen, Enc, Dec of ABPRE are identical to those of
FHABE, we omit their descriptions. The additional algorithms ReKeyGen, ReEnc
of ABPRE are constructed as follows:

— ReKeyGen(pp,skf17 pky,, f1, f2) : On input the public parameter pp, a secret
key sk;,, a public key pky, = pk'f2 and a pair of policies (f1, f2) € F x F, do
as follows:

1. Choose an attribute y; € X! such that fa(y;) = 0.
2. Compute cty, < FHABE.Enc(pp,y1,sky, ).
3. Output a re-encryption key rky, _, 7, <~ FHABE.Sanitize(pp, pky,, Cty,)

— ReEnc(pp, rky, 7,5 Pk, ct) : On input the public parameter pp, a re-encryp-
tion key rky,  ,, a public key pky,, and a ciphertext ct, do as follows:

1. If ct is a freshly generated ciphertext under an attribute x, then output
Lif fi(x) #0.
Choose an attribute y; € X! such that fo(y2) = 0.
Compute cty, < FHABE.Enc(pp, y2, ct).
Compute cty, < FHABE.Eval(pp, pky,, (rky, 1, cty, ), FHABE.Dec).
Output a re-encrypted ciphertext cty, «+ FHABE.Sanitize(pp, pky,,Cty, ).

oLk W

The following theorem shows the correctness of ABPRE:

Theorem 1. The ABPRE scheme ABPRE is correct if the FHABE scheme
FHABE is sanitizable and correct.

Proof. First, since Setup, KeyGen, Enc, Dec of ABPRE are identical to those of
FHABE, the correctness for freshly generated ciphertexts immediately follows
from the correctness of FHABE.

Next, we show the correctness for re-encrypted ciphertexts. For any (f1, f2) €
F x F, let (pp, msk) < FHABE.Setup(1*,1), (pky, ;sky, ) <~ FHABE.KeyGen(pp,
msk, f1), and (pkg,,sky,) < FHABE.KeyGen(pp, msk, f2). A re-encryption key
rks, s, is computed as rky, s, <~ FHABE.Sanitize(pp, pky,, FHABE.Enc(pp, y1,
sky, ), where y; € X' such that f>(y1) = 0.

Let ct be a ciphertext of message u € M for policy fi. For a re-encrypted
ciphertext cty, + ReEnc(pp,rky, ,, pky,,ct), we have cty, = FHABE.Sanitize
(PP, Pky,, cty, ), where ya € X! such that fa(y2) =0, cty, + FHABE.Enc(pp, y2,
ct), and cty, <~ FHABE.Eval(pp, pky,, (rky,  ,, cty, ), FHABE.Dec). Since rky, -, ,
and cty, are valid encryptions of sk;, and ct for policy fa, respectively, cty, is a
valid ciphertext of Dec(pp,sky,,ct) = p for policy fo. Due to the sanitizability
of FHABE, cty, is also a valid encryption of p for policy f2. Hence, it holds that
Pr[Dec(pp,sky,,cty,) = p] > 1 — negl(A), and we complete the proof. O

We next show HRA security of our scheme.

Theorem 2. The ABPRE scheme ABPRE 1is selectively HRA-secure, assuming
that the FHABE scheme FHABE is selectively CPA-secure, sanitizable, and user-
key circular-secure.
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Proof. Due to the following Lemmas 3 and 4, ABPRE is both selectively CPA-
secure and re-encryption simulatable. Hence, the theorem follows from Lemma
2. O

Lemma 3. The ABPRE scheme ABPRE is selectively CPA-secure, assuming
that the FHABE scheme FHABE is selectively CPA-secure, sanitizable, and user-
key circular-secure.

Proof. In the proof, we consider the sequence of games below. For i € {0, 1,2},
let Win; be the event of 8 = 3’ in Game 1.

Game 0 : This is the original CPA security game defined in Definition 8. Ob-
viously, we have Adv%EﬁRE)A(A) = |Pr[Wing] — 1/2].

Game 1 : This is identical to Game 0 except for the following procedure of
OReKeyGen (¢ £o): Tf f1(x*) = 0 and fo(x*) = 0, we change how to generate
a re-encryption key rkyg, _, ¢,, as follows:

1. Compute cty« « FHABE.Enc(pp,x*,sky, ), where x* € Xl is the at-

tribute chosen by A at the beginning of the game.

2. Output a re-encryption key rky, ., <~ FHABE.Sanitize(pp, pky,, Ctx+ ).
Note that, in Game 0, OReKeyGen( £, £)) chooses y; € X! such that fo(yy) =0
and outputs rky, s, obtained by sanitizing cty, - FHABE.Enc(pp, y1,sky, ).
Since both cty, and ctx~ are encryptions of the same message sky for
policy f2, FHABE.Sanitize(pp, pky,, cty,) and FHABE.Sanitize(pp, pky, , Ctx~)
are statistically close due to the sanitizability of FHABE. Hence, we have
[Pr[Wing] — Pr[Win]| < negl()\).

Game 2 : This is identical to Game 1 except for the following procedure of
OReKeyGen (¢ £o): If f1(x*) = 0 and fo(x*) = 0, we change how to generate
a re-encryption key rky, s, , as follows:

1. Sample r & M at random such that r| = [skg, |-

2. Compute cty- + FHABE.Enc(pp, x*,1).

3. Output a re-encryption key rky, s, +— FHABE.Sanitize(pp, pky,, cty, ).
Note that the challenger in Game 2 no longer uses the secret key sk, such
that f(x*) = 0.

The only difference between Game 1 and Game 2 lies in the way cty- is
computed: it is an encryption of the secret key sk in Game 1, and an encryption
of random vector r in Game 2. To show the indistinguishability between Game
1 and Game 2, we construct an adversary B; against user-key circular security
of FHABE as follows:

— Given the target attribute x* € X! from A, B; sends x* to the challenger of

uCircular

ExpPrAse 5, (V). The challenger runs (pp, msk) < FHABE.Setup(1*,1), gives

pp to B and chooses 3 & {0,1}. Then, B; returns pp and initializes an
empty key-value store RIC.

— Given a key generation query f € F from A, By returns pk; to Aif f(x*) =0
and returns (pky, sk ;) otherwise, where (pk, sk ) <~ FHABE.KeyGen(pp, msk,

uCircular

f)- This is possible because By can query OX¥%"(f) in Exprrage s, (A)-
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— Given a re-encryption key generation query (fi, f2) € F x F, if there ex-
ists RKC[f1, fa], B1 retrieve rky, s, < RK[f1, f2] and returns rky, _, 5, to A.
Otherwise, By proceeds as follows:

o If fi(x*) =0 and fa(x*) # 0, By returns L to A.

o If f1(x*) = 0 and fo(x*) = 0, By queries OF"(f;), OX&¥Cen(£y) and ob-
tains ctx-,pky,. Then, By computes rky, s, < FHABE.Sanitize(pp, pky, ,
Ctx-), returns rky, s, to A, and sets RIC[f1, fa] < rky -, -

e Otherwise, By queries OXeYCen(f,) OKeyGen(£,)) and obtains sk, , pky, -
Then, B; computes rky, 7, < ReKeyGen(pp,sky,,pky,, f1, f2), returns
rky, 5, to A, and sets REK[f1, fa] ¢ rkp,—f,.

— When A submits a pair of messages (g, t41), B1 chooses b & {0,1} and
returns ct* < FHABE.Enc(pp, x*, ;).

— At the end of the game, B; receives b’ € {0,1} from A. B; outputs ' =1 if
b'=band B/ =0if b #b.

We observe that By perfectly simulates Game 1 if § = 1 and Game 2 if 5 = 0,
and thus we have the advantage

AdviiasEs, (A) = |Pr[s’ = 5] — 1/2|
= |Pr[8 = 0] Pr[t/ = b| B = 1]+Pr[B = 1] Pr[t) #b|B = 0]—1/2]
=|1/2 - Pr[Winq] + 1/2 - (1 — Pr[Winy]) — 1/2]
=1/2 - |Pr[Win;] — Win,|.

By the user-key circular security of FHABE, it holds that |[Pr[Win;]—Pr[Winy]| =
2 AdVEAE': (1) < negl(\).

Next, to evaluate |Pr[Winy] —1/2|, we construct a CPA adversary Bs for
FHABE as follows:

— Given the target attribute x* € X! from A, By sends x* to the CPA chal-
lenger for FHABE. The challenger runs (pp, msk) <— FHABE.Setup(1*,1) and
gives pp to By. Then, By returns pp to A and initializes an empty key-value
store RIC.

— In Query Phase 1 and Query Phase 2, By answers all valid queries from
A as in Game 2. This is possible because By can obtain all secret keys sk
such that f(x*) # 0 by querying the oracle OX&¥¢en(f) in Exp,(::,'_TAABE,B2 (A).

— When A submits a pair of messages (tg, 1), Bz also submits the same pair to
the challenger and receives the challenge ciphertext ct* <~ FHABE.Enc(pp x*

Hg), where (3 & {0,1}. Then, By returns ct* to A.
— At the end of the game, Bs receives a bit ' € {0,1} from A, and outputs
B

Bs simulates Game 1 perfectly, and if A wins, then By also wins. Hence,
by CPA security of FHABE, it holds that |Pr[Win;] — 1/2| = Adv{finge s, (\) <
negl(\).
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Finally, we have the advantage

AdviEpre 4 () < [Pr[Wing] —Pr[Winy]|+|Pr[Wini ] — Pr[Wina]|+|Pr[Winy] — 1/2|
= 2- AdVEGREES, (V) + Advitiage 5, (M) + negl(A)

and hence we complete the proof. O

Lemma 4. The ABPRE scheme ABPRE satisfies re-encryption simulatability
if the FHABE scheme FHABE is sanitizable.

Proof. For every (fi,f2) € F x F and u € M, let (pp, msk) « Setup(1*,1),
(pkflaSkfl) A KeyGen(ppa mSkvfl)a (pkf275kf'2) — KeyGen(ppa mSkan)ﬂ rkf1—>f2
< ReKeyGen(pp, sk, , pky,, f1, f2). Let ct be a ciphertext of message p for policy
f1, and set aux = (pp, f1, f2, pky,, Pky,,sky,, ct, p). Then, we construct a PPT
algorithm ReEncSim as follows:

ReEncSim(aux) = FHABE.Sanitize(pp, pk,, FHABE.Enc(pp, x2, i1)),

where x, € X! satisfies fa(x2) = 0.

Since both ReEncSim(aux) and ReEnc(pp, rky, ,, pky,,ct) are sanitized ci-
phertexts of message p for policy fs, by the sanitizability of FHABE, it holds
that

A((ReEncSim(aux), aux), (ReEnc(pp, rky, - ,, Pky,, ct), aux))

< A((ReEncSim(aux), PP, pkf275kf2))’ (ReEnc(pp7 rkf1—>f27 pkaa Ct)a PP, pkfza Skfz))
< 27>\ = negl()‘)v

and we complete the proof. a
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A Construction of Zhao et al.’s FHABE scheme

We describe Zhao et al.’s FHABE scheme [20]. To review this scheme, we describe
several notation and trapdoor algorithms related to lattices.

Lattices and its Algorithms. As additional notation, for a matrix A, we de-
fine A as the Gram-Schmidt (GS) orthogonalization of A and ||Algs = ||A].
For positive integers n,m,q, a matrix A € ZZX’” and a vector u € Zy, we
consider the following lattices: A;(A) = {x € Z™ | Ax = Omod ¢} and
A ={x €Z™ | Ax = umod g}.

Zhao et al.’s FHABE employs the following polynomial-time algorithms pro-
posed in existing results:

— TrapGen(1™,1™,q) — (A, Ta): On input m = O(nlogq), the randomized
algorithm TrapGen outputs a full-rank matrix A € Zy*™ and a trapdoor
basis Ta € Z™*™ of A(JI-(A).

— ExtendRight(A, Ta,B) — Tap): On input full-rank matrices A, B € Zp*™
and a trapdoor T A of Af]- (A), the deterministic algorithm ExtendRight out-
puts a trapdoor basis T(a|g) of 47 (A[B).

— SampleD(A, Ta,U,a) — R: On input a matrix A € Z*™, a trapdoor
Ta € Z™™ of A;(A), a matrix U € Z**, and a parameter a = |Talas -
w(y/Iogm), the randomized algorithm SampleD outputs R € Z** which is
statistically close to Dy (A} (A)) satisfying AR = U.

We describe the following key-homomorphic evaluation (deterministic) algo-
rithms employed in [20]:

— KeyEval, (f,{B1,...,B;}) = By: On input a function f € F and matrices
Bi,...,B; € Z;*™, the deterministic algorithm KeyEval,, outputs a matrix
B € Zy*™ associated with f.

— KeyEvalp (f,x,{B1,...,B;}) = D x: On input a policy f € F, an attribute
X € Zfl, and By, ...,B; € Zy*™, KeyEvalp outputs a matrix Dy x € Zflm“m
such that [B; + 21G|---|B; + 1G] - Dsx = By + f(x)G and |Dyxlloc <
(m + 1)47.

— KeyEval,(f,x,{Bs,ci}iepy) — c5: Oninput f € F, x € pr B, € Zy*™, and
c; = (B; + 2;G)"s + e;, the deterministic algorithm KeyEval_, computes
Dy« < KeyEvalp(f,x,{B1,...,B;}) and outputs c; = D;x eall - le] €
27 such that ¢y = [By + f(x)G]" - s + ey and [lef]|oc < (m+1)% - B.
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Zhao et al.’s FHABE construction. The FHABE scheme ITTHABE — (Setup,

KeyGen, Enc, Dec, Eval) employs the following algorithm P2: On input X € ZZILX’“

P2 outputs GT - X € Zgﬂogq]Xk, where G =1, ® (1,2, ...,2lsadl),
Then, ITTHABE i5 constructed as follows:

— Setup(1*) — (pp, msk):

1.

3.
4.

Choose parameters, as follows: Let n = poly()\), ¢ = 24, m = O(nlogq),
ar = (m+ 1)%. Additionally, let G € Z2*™ be a gadget matrix and
X be a B,-bounded error distribution. Set ¢ = w(ar - v/Iogm), where
ar > v/nlogm for ensuring the correctness of the trapdoor algorithms.
Let Q = ng denote the modulus of Ring-LWE, for some base B, and
N = q/2 denote its dimension. A bootstrapping base B, and a key

switching base Bys are chosen suitably for the correctness of HZAEEEE.

. Generate (A, Ta) < TrapGen(1",1™,q), where A € Zy*™ and Ta €

mo; : €L
Zy*™ is a basis of A (A).

Choose (I + 1) random matrices By,...,B;, U & Zyxm.
()utput pp = (n7m7QaX7Ja NanBgaBr7Bksv)_(a5—7AaB1w“aBlaUvG)
and msk = Ta.

— KeyGen(pp, msk, f) — (pk,sk;):

1.

8.

. Compute a key switch key ksky = {ksky, }7; (where ksk,, = {K

Generate By < KeyEval, (f,B1,...,By).

2. Compute T4 |B,) < ExtendRight(A, T, By).
3.
4. Let Ry = [ry]---[ry] € ZZ™*™ (where r; € Z2™ for i € [m]), compute

Sample Ry <— SampleD(A|By, T(oB,), U, o) such that [A[B;|R; = U.

btks = {btky, }7; (where btky, = {Z") . = RGSW,(X"+lIB1)} for
some secret z < Rg, h € [0,B, — 1], i € [2m], j € [0,d, — 1], d, =
[log, ql.

h,i,j

LWEZ/ U (h2!B])} for 2 = (20, —2Nn—1,-..,—21), h € [0, Bis — 1], i € [N],
J €10,dxs — 1], and dys = [logp,_q]).
ry 0---0
B 0 ro --- 0
SetRy=|. . . |E€ Zz™™ ™. Then choose X' = (z4,...,2)) €
00 --- -

Z!, such that f(x') = 0. Let My = [A|By + #|G|---|B; + ]G] "E; +
E2 and M2 = UTEl + E3 — P2(Rf)T, where E1 i ZZXmed7 E2 <
X(l+1)m><2mmd’ and E5 < Xm><2mmd'

Compute Dy < KeyEvalp (f,x',{B1,...,B;}). Then compute auxil-

M; 09,
LEamxm i o ZBmX(Qmmd+m), where M; =

iary recovery key arky = Mo I .
2 Imxm

T
Imxm Om><m v T .
|:Olm><m Dfx ’ - [A|Bf] El + EQ’ fOI' some ||E2HOO < aF - BX

Output pk; = (btky, ksks,arky) and sk, = Ry.

— Enc(pp, x, pt) — ctx:
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3
. Choose a random vector s < Ly .

. Choose [ matrices S; < {1, =1}™>™ for 4 € [I].
. Sample error vectors g, €y: < X™ and compute e = [I,,|Sq] - -

1Si" -

I+1
ey = (em,el,...,el) EZEI )m.

4. Set Hy = [A|B; + 21G]- - |B; + :,G] € Z>(HIm,

5. Compute c + H]s+e € Z((Ilﬂ)m and cout < U s+eou+|q/4]-p € Z7.
6. Output ctx = (Cin,C1,...,C, Cout) € Z((ZH_Q)m.
— Dec(pp,skf,ct) —

1. If ct is a fresh ciphertext, let ct be ctx = (Cin,C1,-..,Cl, Cout), OUtput
L if f(x) # 0; otherwise, compute KeyEval.(f,x,{Bi,c;}\_;) = ¢; =
By + f(x)G]" - s+ ey, where e; = D;x -le1]|-- - ||ei]. Then, let ct; =
(cfvcout) € Zy", where ¢5 = [cin|lcs] = [A|By + f(x)G] s+ [einl|ey] €
Z m

2. If ct is an evaluated ciphertext under f, let ct be EtgéQ) = (€5, Cout) € Z3™.

3.

Output p + [(4/q)(cout - R}r éf)—‘ mod 4, where p € {0,1}™.

— Eval.NAND(pp, pky, ct®), ct®)) — &?:

1.

For each i € {1,2} if ct) is a fresh ciphertext, let ct® be ctyw =
(c @) cg),.. cl(l), gjt) which satisfies f(x(*) = 0, compute cgf) “—

zn’

KeyEvaly (f,x®, {By, e\ }h_), set &) = &) € z22m; if t® is
(1)

an evaluated ciphertext under f, let ct(l) = (é(l), c!)). Then set ¢t ;=
(cgf), ((fu)t) Z3m for i € {1,2}.

. We have CtEc') = (CS}) c(l)) and ctgcg) = (égc ), Out) Compute

» Yout
a=e e ez b=(b,... bn) =V +eP ez,
For each ¢ € [m], do the bootstrapping procedure, as follows:
ci=(a;,b;) Bootstrapyanp) (btky, ksks;.,, (a, b)) € LWEf{q(ul(-l)/_\uZ(-z), 0)

holding a; € ng and b; € Z4 with error bound 6.

Set ¢ = [a1]| -+ [|am] € Z2™™ and Cout = (b1, ..., bm) € Z".
—1/=
. Compute 6t§cg) <« arky - {GC (Cf)}
out

Output (ftgc) (c}g), E,u)t) 3.
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