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Digital sovereignty means neither self-sufficiency nor isolation, but
rather the ability of public authorities to manage and control the use
of external digital services independently.




Who truly controls our data & computation?



Attack surfaces for confidential data
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Current Computing Stack:
Large Attack Surface
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Confidential Computing: Versatile Principle
Applied to Real Systems
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An incomplete history of the evolution from
Trusted to Confidential Computing

@2 arm
nvipia. intel

2004 2005 2006 2014 2015 2017 2022 2023

TPM 1.2 ARM Intel TXT TPM 2.0 Intel AMD NVIDIA Intel ARM
TrustZone SGX SEV CC TDX CCA
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Past Trusted Execution Environments

First Generation (e.g., ARM TrustZone) Second Generation (e.g., Intel SGX)
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Present Trusted Execution Environments

New Generation CPUs New Generation Accelerators
(e.g., AMD SEV-SNP, Intel TDX, Arm CCA, (e.g., NVIDIA H100 CC,

Azure Cobalt 200) b d Azure Boost Confidential Device)

Confidential Untrusted Confidential Untrusted
VM VM VM VM

Hypervisor bd Hypervisor bd

)
g YL |
Trusted l_Iz_l. E @@
Untrusted %pu T
GPU »




Confidential Computing has gone mainstream

software
o Bullish deploys Google Cloud instances powered by AMD to
o deliver the confidence needed for transactional integrity for
its blockchain-based platform.
Shawn Dragann Senior Directoh:,eézyslesesn[tli:\?elopment New . Signal =
CEOQ, |dea Evolver Technologies at AstraZeneca
Google launches synched passkeys as tech giants PR
move away from passwords &

(B! Sep 20, 2024, 6:01 pm EDT | Abhishek Jadhav
Google's passkey automatic synchronization operates under AMD's Secure Encrypted Virtualization —
Secure Nested Paging (SEV-SNP) to provide security for virtual machines. This feature utilizes the Oak

project framework.

Technology preview: Private contact
discovery for Signal

MonetaGo Detects
Duplicate Financing Fraud

Maximum Security at the Processor Level:
Intel® SGX Protects Electronic Patient Record

MonetaGo uses Google Cloud Confidential Kubernetes Engine
powered by AMD EPYC™ CPUs to detect Duplicate Financing
fraud and keep data protected.




Confidential Computing: For Al Inference

A\ @

Confidential Inference
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Azure Al Confidential Inferencing: Technical

SyStemS Deep-Dive
Design principles and security risks m MarkRussinovich &

Version 1.0, June 2025

May 3, 2024

Reimagining secure

iInfrastructure for advanced Al

OpenAl calls for an evolution in infrastructure security to protect advanced Al




Confidential Computing: Phone to Cloud

POSTED OMN APRIL 29, 2025 TO SECURITY & PRIVACY

Building Private Processing for Al tools on WhatsApp

+

Private Processing enables
optional Al capabilities, N
while protecting your privacy

. Meta and WhatsApp can't access your messages
. Your messages are never stored

. Built in the open, verifiable by security experts

oppo Q=

Newsroom All Press Release Stories Intellectual Property

How OPPO and Google Are Redefining Mobile Al
with Seamless Integration and Enhanced Security

e Stories - Mar 04, 2025

.l SeCurity Research og ounty  Research Device Submit a Report

Blog

June 10, 2024

Private Cloud Compute: A hew
frontier for Al privacy in the cloud

Written by Apple Security Engineering and Architecture (SEAR), User Privacy, Core
Operating Systems (Core OS), Services Engineering (ASE), and Machine Learning and Al
(AIML)




Microsoft Cobalt 200 uses Arm Confidential Compute Architecture
for memory isolation

Confidential Computing:
Upcoming Support

Qualcomm

Dragonfly

C1000
Features / Specs » Confidential computing, server-class RAS, telemetry, and debug features
(Image credit: Microsoft)
= cJ

Confidential Computing and DOCA FUJITSU-MONAKA Processor Overview FUJITSU
Secure the AI Factory End_to_End Fujitsu Monaka Hot Chips 2026 Processor Overview

Vera Rubin platform security FUJITSU-MONAKA A Made-in-Japan CPU Engineered for

Al Performance and Power Efficiency

Confidential Computing DOCA Security QQ
o[ o~ -+~ 81 -5~ | €
NVLin 72 Rubin G 5 _‘PJ '8[7‘ old-4 STX High- Power-
ink 72 Rubin GPUs 36 Vera CPUs BlueField- . » Arm SVE2-256bit .
+ Armav9.3-A Architectures for Al and HPC Performance Efficlency
3D chiplet 144 cores x 2 sockets
' _‘ 6 :::‘ Ly :" (288 cores per nodt:} ﬁ @
Ultra low voltage Confidential Compute
oty O for energy-effi?:iency Architecture for szcurity Goal
PDDRSX DDRS 12 ch L PCl Express 6.0
) 3000+MT?§ annes {CXL;,E) 9565 lanes gafEt),( & Ease Of
ecurity Use

Liquid / Air-cooling

Evaluation samples start shipping from NOW.
Product shipments begin in 2027. 5

InviDia © Fujitsu 2026

NVIDIA Vera Hot Chips 2026 Confidential Computing Fujitsu Monaka Hot Chips 2026 Processor Overview 14



Current State: promises to keep, and miles to go
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Interrupts as an example for attacks & defenses



Confidential Virtual Machines

New Generation CPUs

(e.g., AMD SEV-SNP, Intel TDX, Arm CCA)

o

Confidential
VM

Untrusted

Hypervisor

o

Trusted
Untrusted

ST

l
ST

CPU

Cloud provider’s

hypervisor orchestrates,
hardware enforces isolation
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AMD Virtualization: Guest — Trusted
Hypervisor Communication

Instruction req g
Hypervisor su pport
AMD VM VM State 00000
Exit to Hypervisor PTX : E?EE

read l ‘ write
Hypervisor v




AMD SEV-SNP: Guest — Untrusted Hypervisor
Communication

AMD SEV-
SNP VM

Hypervisor

Instruction requiring
Hypervisor support

Exit to Hypervisor

VM State |:||:|

r‘a :EEB

|

<vc_handler>
selectively copy
state to shared
buffer

A

shared Buffer (00000

read é é write

rax

read l

: BBEB ——

I write

#VC Interrupt
exit reason
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What can go wrong?




WeSee Attack

Hypervisor can fake a #VC interrupt at any time, the VM will start executing the handler ®
Hypervisor can control the exit_reason ® ®

AMD SEV-
SNP VM

Hypervisor

AMD
SEV-SNP

Any computation

VM State

rax .

o
-
-
o
o

BEEB

<vc_handler>
selectively copy
state to shared
buffer

@

Shared Buffer 0000

H#VC Interrupt
exit_reason

read l

rax .

GEE@ ——

[ write




WeSee Attack

AMD SEV-
SNP VM

Hypervisor

AMD

SEV-SNP

Any computation

Exit Reason Description

Reg. - Hyp. Hyp. - Reg.

Sample Inst.

VMMCALL Call to Hypervisor

MMIO WRITE Memory Mapped I/O write

MMIO READ Memory Mapped I/O read

rax

Hreg

rax

Hreg

mov rbx,[rax]

mov [rax],rbx

<vc_handler>
selectively copy

VM State |:||:||:| state to shared
buff
rax ¢ EEEE f@ﬁ urrer - SharedBuffer {00000
rax : EEEE
H#VC Interrupt
exit_reasocaxit WMMGId read write
Read rax Write rax
primitive Skip primitive
Read kernel Instructions Write kernel
memory memory

23




1. #YC MMIO read

WeSee Attack: Write kernel memory |2 witer

3. write rax
4. skip instructions

Total #VC interrupts = 34




WeSee Case Studies

ao
o Leak KernelTLS keys 288 #VCs Session key stored in kernel memory

R, Disable iptables Firewall 238 #ycs 1ptable rules to filter network traffic
in the kernel

Root Shell 2891 #VCs Code pages in the kernel
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https://ahoi-attacks.qithub.io

Disrupting TEEs with Malicious
Notifications

Ahoi Attacks is a family of attacks on Hardware-based Trusted Execution Environments
(TEEs) to break AMD SEV-SNP, Intel TDX and Intel SGX.

N

> > >
Heckler WeSee Sigy
(USENIX Sec'24) (IEEE S&P'24) (ACM AsiaCCS’25)
Breaking Confidential VMs with Using Malicious #VC Interrupts to Break Breaking Intel SGX Enclaves with

Malicious Interrupts AMD SEV-SNP Malicious Exceptions & Signals


https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/

summary

Ahoi attacks: New class of attacks
Malicious Interrupt Injection to trigger handlers

Mitigations
e (Temporary) patches to guest Linux

https://ahoi-attacks.qithub.io

CLOUD SECURITY

Confidential VMs Hacked via New Ahoi Attacks

New Ahoi attacks Heckler and WeSee target AMD SEV-SNP and Intel TDX with malicious interrupts to hack confidential VMs.

f ¥ By Eduard Kovacs | April 8, 2024 (9:16 AM ET]
b

Ahoi Attacks Impacting VM Security: Threats
and Industry Responses

Knocking cloud security off its game

Public cloud services employ special security technologies. Computer
scientists at ETH Zurich have now discovered a gap in the latest security
mechanisms used by AMD and Intel chips. This affects major cloud
providers.

04.04.2024 by Daniel Meierhans # Read - O - < Share
(Updated: 07.04.2024)
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https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/

Have we made progress?
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Sovereign Smartphone



Smartphones are critical, yet difficult to protect

Lockdown Mode

IS natyre,
d
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Lear, Moy

>45 % .

of organizations compromised
from employees’ mobile devicel?

Personal Phone Work Phone

When functionality is limited, employees tend
to undermine security efforts

Existing solutions Too strict policies

trade-off functionality lead to less security

2. Checkpoint Mabile Securty fegort, 2021 30


https://www.verizon.com/business/resources/T2b1/reports/2024-mobile-security-index.pdf
https://www.checkpoint.com/downloads/resources/mobile-security-report-2021.pdf

We don’t control our phones

Apple's Tim Cook Says the Fight Google tracks your movements, like it or not

to Protect Pri Is a Crucial
gnero ectrrivacy s a Lricia Apple CEO escalates fight over App Store  NHS in standoff with Apple and Google

Apple's CEO also pushes back against charges that its app regUIation in rare D-C- SpeeCh over cor OnaVir us tl' aCing

store controls are anti-competitive. The remarks were Cook’s most public efforts to date to fight legislation that would loosen the iPhone maker's grip on

app downloads Tech firms place limitations on how tracing apps may work in

effort to protect users’ privacy
e Bree Fowler Sminroad /5 9 By Cat Zakrzewski
April 12, 2022 7:29 am. PT
sranren essssensnn wsserenans erenreneas essanes PR sesarsnsan . April 12, 2022 at 10:42 a.m. EDT

https://www.cnet.com/news/privacy/tim-cook-says-the-fight-to-protect- https://www.washingtonpost.com/technology/2022/04/12/apple-ceo-tim-cook-app-store/
privacy-is-a-crucial-one/

31



[deally: Sovereignty in the existing ecosystem




A new smartphone architecture bringing
sovereignty from the OS
without sacrificing functionality



Sovereign Smartphone

e Users can customize the full software

* Full control and transparency over all the software
that has access to their data

 Users still have a “second phone” on the same
device bare metal or with their favorite OS

OEM OS —
Andr0|d/|0 )Om |

Dinner with Jenny in

Isolated Domains

34



One device - multiple phones

Android Android Threema
System A System B Messenger



One device - multiple phones

Secure multiple systems

-~

I Press to
switch

Android Android Threema
System A System B Messenger



Secure

Sovereign Smartphone Pomains

Legacy OS

* High usability + rich app ecosystems

* Critical apps are isolated and have direct
access to screen, network

e Critical app data stays safe even if the Legacy
OS is malicious/untrusted

Direct

access to SCGION |+

hardware



Current Ecosystem Is Unsuita

Who controls
the hypervisor?

ELO

Gunyah’s
Primary VM

Gunyah’s
Root VM

Services

pKVM'’s
Protected VM

ole for Our Goals

Apps

SELO

EL1

High-
level OS

Resource
Manager

Linux
Kernel

OP- Platform
TEE Drivers SEL1

EL2

pKVM from Android + Gunyah from Qualcomm

Hafnium
SEL2

S TR ®m@® D 8 e & ©

Over-privileged
Code

Virtual Peripheral
Assignment
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Our Proposal

ELO

Sovereign

Domain

Legacy
Domain

e Simple and pragmatic for sovereignty

EL1

* Doesn’t disrupt existing OSes and apps

EL2

 Hypervisoris not in the TCB

e Only firmware modifications

EL3

A .
&8 * Peripherals directly assigned to domains
) * |solation enforced by existing hardware

39



Example Use-case: Secure Chat App

* Deploy chat app in sovereign domain, Android in the legacy domain

=) Sovereign domain needs Legacy domain continues to
= Perform scheduling

Execution time
Manage memory
Access other peripherals

Isolated memory
Access to touchscreen

Access to network
Access to storage

40



Challenge 1: Execution and Memory Isolation

e Secure monitor configures isolation, hardware mechanisms enforce it
Domains are isolated by executing

- On different cores

t]_ tz t3 t4 t5 t6 t7 t8
Core 1 [ ] Sleep I [
Core 2 [ | | N | |

Memory [ Fs ] [ e e s

\ ) | J
| |

Spatial Temporal

- Legacy Domain

Sovereign Domain

* Memory accesses are isolated by
- Allowing accesses based on core ID

41



Challenge 2: Peripheral Assignment

App + Manifest
~[3=

| o QO =

-

Sovereign domain needs:

V |E| Access to touchscreen

Exclusive: Always auto-assigned to the Sovereign domain when it
executes, taken away from Legacy domain, handed-over at the end

(APK) ||o—

Access to storage and network

Proxy: Always owned by Legacy domain
Allows Sovereign domain to access via secure channel

42



Challenge 3: Peripheral Isolation

Peripheral Access: Read from and write to the memory-mapped
peripheral address regions

Apply isolation at address-space level

t t ts t, ts tg t; tg tg
- Legacy Domain Corel [T T Iy Sleep 1]
Sovereign Domain Core 2 _ | | _ _ | | | | _

__— [LAA7777777) WAA77777 I
Memory [ B0 B N e = ===

Other peripherals [T [T N N e 7z} zzz7) |

Touchscreen [ | | | | | | I | | | | | | | l
\

J \ J
| |

Spatial Temporal

43



Challenge 4: Interrupt Management

Core 1l

 Domain needs to configure,
route, receive, and handle
peripheral interrupts

e Cannot apply address space
based isolation here

* |solate configuration setting
and enable correct routing

] Legacy Domain

=
I

CPU interrupt
interface

CPU interrupt
interface

hs

\ 4

Sovereign Domain

General Interrupt Controller (GIC)
INTID 1 ) 3 4 5 6
Active 0 0 1 0 0 0
Pending 0 0 0 0 0 0
Secure 0 0 0 0 0 0
Routeto 17 ? % ? ? ?
1 é 1T 1
—
= L @

44



Supported Peripheral Access Modes

» Supports different modes of peripheral sharing:
Exclusive, Handover, Multiplexing, Read Only, Proxy

e Secure Chat app example:

Spatial Handover Proxy

45
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The mak_ling of Sovereign Smartphone



Winter 2020 - Spring 2021

Sovereign Smartphone:

To Enjoy Freedom We Have to Control Our Phones

Friederike Groschupp Moritz Schneider Ivan Puddu Shweta Shinde
ETH Zurich

https://arxiv.org/abs/2102.02743

Srdjan Capkun
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Summer 2023

TEETime Demo

Screen is auto-
assigned to the
sovereign domain

|
1

Cluster@

Clustert 1»

uuuuuuuu

»» Total Instr: 27,456,061,935
v Total Instr: 27,496,002,243

uuuuuuuuu

0 »

ChatApp

Web

Browse

Orange LED| m/d‘cates
screen ownershlp EH
transferredto
sovereign domain




Spring 2024

‘B
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Phone:
Punkt. MCO03
Dual OS by Soverli

Configuration:

Domain 1: Android

Domain 2: Linux with
WebApps

© soverli  spin-off | ETHziirich



Sovereignty for Smartphones

this is what the app
needs
(controlled by the
user/developer)

ELO

EL1

EL2

wi

EL3

Secure Monitor

& TRE

@ ® < § @

% ©

Android trusted
lines of Code

Our Trusted
lines of code

BN

\ N
~300k 2M ~800k
Messaging Pictures Calls
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What about next generation of hardware?



't doesn’t exist yet publicly, so...

RK3588 SoC

—
_'Z o -

\

)

(a7 )
e Ethernet Switch \ 3
fq SECTRS : \ F

-

N\

SECTRS

Secure & Trustworthy
Systems Group

o

ure & Trus!
Systems Group

https://opencca.qithub.io
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https://opencca.github.io/

Sovereign Smartphone for next generation

Normal World

Realm World Secure World
Realm Realm Realm Realm
R-ELO | App App App App ELO S-ELO
R-EL1 Realm VM 1 Realm VM 2 Trusted OS S-EL1

REL2 |

Realm Management Monitor

e e e o
EL3 “

Root World

H/W

current CPU world

Granule Protection Check

Sovereign

current CPU world

Normal World

EL"J--

Secure World

m S_E LO

] Trusted OS 5-EL1

EL2

Firmware

Secure Monitor

Granule Protection Check

Partition Mgr. g
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Sovereigh Smartphone

To Enjoy Freedom We Have to Control Our Phones.

Modern smartphones are complex systems where control over phone resources is exercised by phone manufacturers, operators, OS
vendors, and users. Users are generally limited in what applications they can install on their devices, in the privacy model and trust
assumptions of the existing applications, and in the functionalities that applications can have. Our goal is to enable users to install sensitive
applications in isolated domains with protected access to selected peripherals alongside an existing OS.

Under the umbrella of the sovereign smartphone project, we explore designs that maintain compatibility with the existing smartphone
ecosystem but allow the balancing of the control over the phones. Our architectures implement novel TEE-based mechanisms that allow the
users to flexibly choose which resources (including peripherals) to dedicate to different isolated domains to securely execute applications.

Projects

TEEtime

A new smartphone architecture that
gives control of execution back to users.

Aster

Enabling confidential VMs for Android-
based devices using Arm CCA.

https://sovereign-smartohone.qithub.io
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https://sovereign-smartphone.github.io/
https://sovereign-smartphone.github.io/
https://sovereign-smartphone.github.io/

Have we made progress?
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The way “chips” are built has changed...

“It may prove to be more economical

1 Monolithic Design Example Chiplet Design lllustration

functions, which are separately
packaged and interconnected. The

Fn: A Fn: B
(CPU) (Memory)

Fn:A Fn:B

availability of large functions, (CPU)  (Memory)

combined with functional design and

Fn:C Fn:D
(1/0O) (Power)

Fn: C Fn: D
(I/O) (Power)

construction, should allow the
manufacturer of large systems to

design and construct a considerable

variety of equipment both rapidly and
economically.”

Gordon Moore, 1965 (from the
original paper and prediction that

became Moore’s Law) 59

https://semiengineering.com/



AMD System-on-Chip (SoC)

E T

1if

60

Image: Fitzchens Fitz



The way we reason about their security hasn’t

e ALV EEL VLRSS

CPU

DRAM
Controller

MMIO I/0 Ports
< Routing
E\DRL CFG Space
PCle
Hub
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AMD Infinity Fabric & Confidential Computing

|

Confidential Untrusted
VM (CVM) VM

Hypervisor bq

Trusted
Untrusted

AMD System-on-Chip (SoC)

CPU
{:S:} Infinity Fabric

PSP

T
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Infinity Fabric: Control and Data Planes

Control Fabric

. . . Security
{ Configuration registers: } RMP range Processor
who can access what CVM memory o
configures Routing rules

|

Data Fabric

{ CPU Cores }—{ Interconnect }—{ Memory }—{ GPU/1/O }

64



AMD’s beautifully engineered routing

f CPU \ ( Memory ’
. Cores )\ /\ Controller
PCle B Infinity GPU
___ Device | Fabric . )
[ Security J/ \[ /O Hub J

Processor

Address range Destination
0xa000-b000 Memory
Oxb000—c000 ‘ GPU




Interconnect Corruption Attacks (XCA)

Confidential Untrusted
VM (CVM) VM

[ Hypervisor bq

l Infiniti Fabric l
Trusted
PSP

Untrusted

AMD System-on-Chip (SoC)




XCA #1: Fabricked




AMD Confidential Computing
CVM

CVM

Memory DAY




Critical Data Structure: Reverse Map Table (RMP)

CVM

Memory DRAM RMP




Allowing CVM Access

3 CVM

Vv Allow Access

\/

CVM
Memory

DRAM

RMP




Blocking Unauthorized Access

% Hypervisor

X Stop Access

i

CVM

Memory DRAM RMP




Security Processor Initializes RMP

I I
Initialise
A4
CVM
Memory DRAM RMP

72



RMP Initialization

Core

EHIEIg

CVM
Memory

DRAM

RMP
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AMD Memory Routing

Infinity Fabric

CVM
Memory

DRAM

RMP
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Challenge: Reverse Engineering Infinity Fabric

IFIS/PCle® IF SCF

SMU

PCle Southbridge

CCX

4 cores + CAKE || CAKE || CAKE | 10 Complex
L3
Infinity Fabric |0V SATA || PCle
glcaal::ble Data Fabric oM ‘ )\
ocM CAKE
CAKE UMC CAKE

IIH@HII IIHE:I'IIH::I' IIH@HII IFIS/PCle/SATA

Thomas Burd, Noah Beck, Sean White, Milam Paraschou, Nathan Kalyanasundharam, Gregg Donley, Alan Smith, Larry Hewitt,
and Samuel Naffziger. "Zeppelin": An SoC for Multichip Architectures. IEEE Journal of Solid-State Circuits, 2019




Infinity Fabric: Question 1




Infinity Fabric: Question 1

Question 1:

Who configures the Infinity
Fabric routing?

Answer:

e Security Processor (PSP)



Infinity Fabric: Question 1

Question 1:

Who configures the Infinity
Fabric routing?

Answer:
e Security Processor (PSP)

e |n one case, BIOS



Infinity Fabric: Question 1

Question 1: Conf\i/dl\ﬁntial -

Fabric routing?
Answer: [

Hardware and

; . PSP
e Security Processor (PSP) Firmware

¢ [n one case, BIOS
Trusted . Untrusted



Infinity Fabric: Question 2

Question 1: Question 2:

What happens if BIOS
(maliciously) misconfigures
routing?

Who configures the Infinity
Fabric routing?

Answer:
e Security Processor (PSP)

e |n one case, BIOS



Infinity Fabric: Question 2

Question 1:

Who configures the Infinity
Fabric routing?

Answer:
e Security Processor (PSP)

e |n one case, BIOS

Question 2:

What happens if BIOS
(maliciously) misconfigures
routing?

Answer:;

Fabricked
Attack

81



Fabricked Attack: Dropping Writes

Infinity Fabric X )

DRAM




Fabricked Attack: Compromising RMP Initialization

IIII
IIII

Infinity Fabric

DRAM RMP




Fabricked Attack: Compromising RMP Initialization

I 11 I
I 11 I
Initialise RMP

Infinity Fabric X )

DRAM RMP

84



Additional

1

Challenges

00401leff call sub_407alc
00401f04 lea rbx, [rsp+0x40 {var_238}]
0040109 mov edx, 0x248
00401fBe lea rcx, [rsp+0x20 {var_258}]
0040113 and rbx {var_240}, Oxffffffffffffffed
0040117 call sub_400330
00401flc mov edi, 0x80000000
0040121 Tea rdx, [rel data_409c80] {"Psp.C2PMbox.LockDFReg\n"}
0040128 mov ecx, edi {0x80000000}
00401f2a call suh_403f90
00401Ff2Ff mov edx, 0x1b
00401Ff34 mov dword [rbx {var_240}], 0x8
00401f3a mov rcx, rbx {var_240}
00401f3d call sub_4045b8
00401f42 test al, al
00401f44 e 0x401f58
.

00401Ff46 mov r8d, dword [rbx+0x4 {var_23c}]

00401f4a Tlea rdx, [rel data_409b70] {"Mbox.Hdr.Sts:0x%x\n"}

00401f51 mov ecx, edi {0x80000000}%

00401f53 call sub_403f90

|

BIOS
Reversing

CCX

CCX

TCDX

= B B

/

TCDX

\

PIE H

TCDX

Data
Fabric

TCDX

\

GPU

TCDX

/

TCDX

|IOMMU

PSP

UMC

s s

UMC

Inferring Routing

Behaviour
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Fabricked Breaks AMD SEV-SNP

e Demonstrated two end-to-end case studies:
> Full guest read/write

>~ Forged attestation report

e AMD released firmware patches
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Interconnect Corruption Attacks (XCA)

Fabricked

Corrupts the Data Plane

CVE-2025-54510
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XCA #2: BreakFast




Infinity Fabric Configuration: by PSP

CVM Hypervisor PSP

cru |E

cru |E

IOMMU

Configuration




Infinity Fabric Configuration: by hypervisor

CVM Hypervisor ~ PSP

4| cru|E | crulE
| 'V' -
Sensor IOMMU

Configuration




Infinity Fabric Configuration: Access Control

CVM Hypervisor ~ PSP

cru |E

cru |E

Sensor IOMMU

Configuration




Other components on the AMD SoC

CVM Hypervisor ~ PSP

cru |E

cru |E

Sensor OMMU [ FASTREGCNTL }

| FASTREG |

Configuration




Confusing the PSP to write attacker’s data

CVM Hypervisor PSP
1004010 10001 , ’2;
4| crulE JlcrulE @;;?.n-"'
-lllll -lllll B
IOMMU FASTREGCNTL }
Config.
Configuration 7 SUREE ]
0

AMD SoC



What’s FASTREGCNTL & FASTREG?

R/W

FASTREGCNTL

Window Sel

FASTREG

Infinity Fabric
Configuration

4GB



FAS

'REGCNTL adjusts the window

FAS

REG

R/W

indexes into the window

FASTREGCNTL

Window Sel

FASTREG

Infinity Fabric
Configuration

4 GB



fter reverse engineering...
rbitrary write to configuration




Attacker can change the entire control plane

CVM Hypervisor ~ PSP

cru |E

AN N
@)
O
-

AN E N

FASTREGCNTL ]

Configuration FASTREG ]

AMD SoC 100



Interconnect Corruption Attacks (XCA)

Fabricked BreakFAST

Corrupts the Data Plane Corrupts the Control Plane

CVE-2025-54510 CVE-2025-61971/2025-61972
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XCA #3: Staleus




AMD enforces coherence between
the x86 cores and the PSP via ...

Infinity Fabric



Staleus: Turns off coherency

[ Hypervisor J { Bridge config: ]:

NoSnoop = ON
flips the bit
(allowed)
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Staleus: Turns off coherency

0oood

Read Addr: Read Addr:
0x1000 0x1000
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Induce Split View Between x86 CPU and PSP

Return Data: Return Data:
Ox0000 OXAFFE
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Using Split View to break SEV-SNP

What can we do with forcing the PSP to be non-coherent?
1. Force the PSP to read stale (already overwritten) data
2. Overwrite data that the PSP assumes is read-only

Then, forge a critical metadata page:
e Gives us arbitrary read and write confidential VM memory
* Breaks ALL of SEV-SNP security guarantees
e Cannot be detected by the confidential VM guest



Interconnect Corruption Attacks (XCA)

Fabricked BreakFAST Staleus
Corrupts the Data Plane Corrupts the Control Plane Corrupts Coherency
CVE-2025-54510 CVE-2025-61971/2025-61972 CVE-2025-54509

https://xca-attacks.qgithub.io 108
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Systems

Europe built sovereign clouds to
escape US control. Then forgot
about the processors

Intel ME and AMD PSP: The silicon layer nobody

certifies
AMD faces the same architectural question. On April 14, 2026, researchers
2 Kim Loohuis demonstrated the Fabricked attack against AMD's SEV-SNP confidential
66 0 computing technology, achieving a 100 percent success rate with a software-

only exploit. The Platform Security Processor proved vulnerable to the same

class of compromise.
Sat 16 May 2026 10:30 UTC
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How can we detect & patch such
vulnerabilities early on?

* Modern SoCs use standardized interconnect protocols

* AXI, OBI, APB, AHB, TileLink

* Advanced eXtensible Interface (AXI) is an on-chip bus protocol, used in AMD
Xilinx, PULP, and open-source projects

* TileLink is used in Google OpenTitan

* Staleus stems from a potential issue in the AXI-To-SDP Bridge

110



Catching bugs before they ship

* Chips are assembled from standard building blocks
* They talk to each other using shared rules

* When a block breaks those rules,
* it becomes a security hole.

-

eXpect

Finds where real building blocks
don’t follow the rules

135 violations
in 7 designs

o

~

/

/Xray

Tests real interconnect setups for
exploitable vulnerabilities

41 vulnerabilities
in 7 interconnects

\_

~

/

axi-security.qgithub.io
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How can we patch such vulnerabilities early on?

If we can capture and express the expected behavior faithfully,

Then,

#1. we can synthesize the necessary assertions

#2. if there is an assertion violation, we can synthesize a patch

Generalize to multiple protocols, leverage LLMs

116



Stitch: Assertion-Guided Patching using LLMs

N o
N =

Stitch . . Dataset of 100 violations of
Patched 11 implementations across . .
on-chip communication

Automated Patching of On-chip 5 protocols
: : protocols
protocols implementations

Capture the expected behavior once, an LLM can synthesize the fix

xprotocols-lab.qgithub.io/stitch 117
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Where do we go from here?

Queries
and
Responses

#3.

#2.

Sovereign Model and
Smartphone Intermediate
Results

I I 118




Digital Sovereignty is an ongoing process

It needs both:

Build systems 1 ( Challenge systems we are )

we can control asked to trust
+

Example: Sovereign Smartphone Example: New attacks on Intel and AMD,
from 165M to 10K lines of trusted code Tools that detect and patch chip bugsearlyon )
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s work!

Thanks to the team behind all th
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summary

Sovereign
Smartphone

Queries
and
Responses

#3.
Interconnects

Deploy Model and
Intermediate

Results
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Thank youl!
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