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Digital sovereignty means neither self-sufficiency nor isolation, but 
rather the ability of public authorities to manage and control the use 

of external digital services independently.



Who truly controls our data & computation? 
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Attack surfaces for confidential data
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At rest In Transit In Use



Current Computing Stack: 
Large Attack Surface
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Servers, Mobiles, 
Sensor, GPUs,
FPGAs, NICs

Cloud Providers, 
Operating 
Systems

Sensitve Apps

Confidential Computing: Versatile Principle 
Applied to Real Systems



An incomplete history of the evolution from 
Trusted to Confidential Computing 

2004 2005 2014 20152006

TPM 1.2 TPM 2.0ARM
TrustZone

Intel TXT Intel 
SGX

2023

Intel
 TDX

2022

NVIDIA 
CC

ARM 
CCA

2017

AMD 
SEV
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Past Trusted Execution Environments

First Generation (e.g., ARM TrustZone) Second Generation (e.g., Intel SGX)
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Present Trusted Execution Environments
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New Generation CPUs 
(e.g., AMD SEV-SNP, Intel TDX, Arm CCA, 
Azure Cobalt 200)

Hypervisor

Confidential 
VM

Trusted

Untrusted

Untrusted
VM

CPU

New Generation Accelerators 
(e.g., NVIDIA H100 CC, 
Azure Boost Confidential Device)

Confidential 
VM

Untrusted 
VM 

Hypervisor

GPU



Confidential Computing has gone mainstream
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Confidential Computing: For AI Inference
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Confidential Computing: Phone to Cloud
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Confidential Computing: 
Upcoming Support 
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Current State: promises to keep, and miles to go
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Interrupts as an example for attacks & defenses
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Confidential Virtual Machines
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New Generation CPUs 
(e.g., AMD SEV-SNP, Intel TDX, Arm CCA)

Hypervisor

Confidential 
VM

Trusted

Untrusted

Untrusted
VM

CPU

Cloud provider’s 
hypervisor orchestrates,
hardware enforces isolation



AMD Virtualization: Guest – Trusted 
Hypervisor Communication

AMD

Hypervisor

AMD VM

Instruction requiring 
Hypervisor support

Exit to Hypervisor

VM State

rax : ABCD

read write

rax : EEEE
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AMD SEV-SNP: Guest – Untrusted Hypervisor 
Communication

AMD
SEV-SNP

Hypervisor

AMD SEV-
SNP VM

Instruction requiring 
Hypervisor support

Exit to Hypervisor

VM State

Shared Bufferrax : ABCD

read write

<vc_handler>
selectively copy 
state to shared 
buffer

rax : ABCD

read write

rax : EEEE

rax : EEEE

#VC Interrupt
exit_reason
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AMD SEV-SNP: Guest – Untrusted Hypervisor 
Communication

AMD
SEV-SNP

Hypervisor

AMD SEV-
SNP VM

Instruction requiring 
Hypervisor support

Exit to Hypervisor

VM State

Shared Bufferrax : ABCD

read write

<vc_handler>
selectively copy 
state to shared 
buffer

rax : ABCD

read write

rax : EEEE

rax : EEEE

#VC Interrupt
exit_reason
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What can go wrong?



WeSee Attack

AMD SEV-
SNP VM

VM State

Shared Buffer
rax : 5EC0

<vc_handler>
selectively copy 
state to shared 
buffer

rax : 5EC0

read write

rax : EEEE

rax : EEEE

Any computation 

#VC Interrupt

exit_reason
Hypervisor

AMD
SEV-SNP
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Hypervisor can fake a #VC interrupt at any time, the VM will start executing the handler  
Hypervisor can control the exit_reason   



WeSee Attack
Exit Reason Description Reg. → Hyp. Hyp. → Reg. Sample Inst.

VMMCALL Call to Hypervisor rax rax

MMIO WRITE Memory Mapped I/O write #reg - mov rbx,[rax]

MMIO READ Memory Mapped I/O read - #reg mov [rax],rbx

Read rax 
primitive 

Write rax 
primitive 

Read kernel 
memory

Write kernel 
memory
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AMD SEV-
SNP VM

VM State

Shared Bufferrax : EEEE

<vc_handler>
selectively copy 
state to shared 
buffer

rax : EEEE

read write

Any computation 

#VC Interrupt

exit_reason
Hypervisor

AMD
SEV-SNP

exit_reason = VMMCALL

Skip 
instructions



1. control a pointer 

2. dereference the pointer and write to kernel
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WeSee Attack: Write kernel memory
1. #VC MMIO read

2. write rax
3. write rax 

4. skip instructions 

Total #VC interrupts = 34



WeSee Case Studies 
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Leak KernelTLS keys

Disable iptables Firewall  

Session key stored in kernel memory 288 #VCs

iptable rules to filter network traffic 
in the kernel

238 #VCs

Root Shell 2891 #VCs Code pages in the kernel
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https://ahoi-attacks.github.io 

https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/


Summary

Ahoi attacks: New class of attacks 
Malicious Interrupt Injection to trigger handlers

Mitigations
• (Temporary) patches to guest Linux
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CVE 2024-25742 CVE 2024-25743 CVE 2024-25744

CVE 2024-25371 CVE 2024-29970 CVE 2024-29971

https://ahoi-attacks.github.io 

https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/
https://ahoi-attacks.github.io/


Have we made progress?
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Sovereign Smartphone
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Existing solutions
trade-off functionality

+

Work PhonePersonal Phone

When functionality is limited, employees tend 
to undermine security efforts

Too strict policies
lead to less security

Smartphone are
prime attack targets

> 45 %
of organizations compromised

from employees’ mobile device1,2

1. Verizon Mobile Security Index, 2024
2. Checkpoint Mobile Security Report, 2021

Smartphones are critical, yet difficult to protect
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https://www.verizon.com/business/resources/T2b1/reports/2024-mobile-security-index.pdf
https://www.checkpoint.com/downloads/resources/mobile-security-report-2021.pdf


We don’t control our phones
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Ideally: Sovereignty in the existing ecosystem

Cre dit: rawpixel.com
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A new smartphone architecture bringing
sovereignty from the OS 

without sacrificing functionality
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Sovereign Smartphone 

• Users can customize the full software

• Full control and transparency over all the software 
that has access to their data

• Users still have a “second phone” on the same 
device bare metal or with their favorite OS

OEM OS
(Android/iOS)

Isolated Domains
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Sovereign Smartphone 

• High usability + rich app ecosystems

• Critical apps are isolated and have direct 
access to screen, network

• Critical app data stays safe even if the Legacy 
OS is malicious/untrusted
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Direct 
access to 
hardware

Secure 
Domains 

Legacy OS



Current Ecosystem is Unsuitable for Our Goals

Android

Linux 
Kernel

Apps

Linux 
Kernel

Micro-
droid

pKVM from Android + Gunyah from Qualcomm

Secure Monitor

Hafnium

OP-
TEE

Platform 
Drivers

Apps
SEL0

EL1

EL3

EL2

SEL1

SEL2

EL0

Apps

pKVM’s

Protected VM

Resource 
Manager

Gunyah’s

Root VM

Services

Gunyah’s

Primary VM 

High-
level OS

Virt I/O Virt I/O

Who controls 
the hypervisor?

Over-privileged
Code
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Virtual Peripheral
Assignment



Our Proposal

• Simple and pragmatic for sovereignty

• Doesn’t disrupt existing OSes and apps
Android

EL1

EL3

EL2

EL0

Legacy
Domain 

Run-
time

Sovereign
Domain

Secure Monitor

• Hypervisor is not in the TCB

• Only firmware modifications

• Peripherals directly assigned to domains

• Isolation enforced by existing hardware

39



Example Use-case: Secure Chat App

• Deploy chat app in sovereign domain, Android in the legacy domain

Legacy domain continues to
Perform scheduling
Manage memory
Access other peripherals

Sovereign domain needs

Execution time

Isolated memory

Access to touchscreen

Access to network

Access to storage

40



Challenge 1: Execution and Memory Isolation

Domains are isolated by executing
 - On different cores   and/or 
 - At different times

Core 1

Memory

Core 2

Sleep
t1 t2 t3 t4 t5 t6 t7 t8

Spatial Temporal

Legacy Domain

Sovereign Domain

• Memory accesses are isolated by
 - Allowing accesses based on core ID  and/or 
 - Blocking access to the memory of currently inactive domain

• Secure monitor configures isolation, hardware mechanisms enforce it
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Challenge 2: Peripheral Assignment
App + Manifest

Sovereign domain needs: 

Access to touchscreen

 Exclusive: Always auto-assigned to the Sovereign domain when it
 executes, taken away from Legacy domain, handed-over at the end

Access to storage and network

Proxy: Always owned by Legacy domain
Allows Sovereign domain to access via secure channel
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Challenge 3: Peripheral Isolation
Peripheral Access: Read from and write to the memory-mapped 
peripheral address regions

Apply isolation at address-space level

Core 1

Memory

Core 2

Sleep
t1 t2 t3 t4 t6 t7 t8 t9

Touchscreen

Spatial Temporal

Legacy Domain

Sovereign Domain

Other peripherals

t5
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Challenge 4: Interrupt Management

• Domain needs to configure, 
route, receive, and handle 
peripheral interrupts

• Cannot apply address space 
based isolation here

• Isolate configuration setting 
and enable correct routing 

Core 1 Core 2

CPU interrupt 

interface

CPU interrupt 

interface

General Interrupt Controller (GIC)

INTID 1 2 3 4 5 6

Active 0 0 1 0 0 0

Pending 0 0 0 0 0 0

Secure 0 0 0 0 0 0

Route to

Legacy Domain

Sovereign Domain

??? ? ? ?

44



Supported Peripheral Access Modes

• Supports different modes of peripheral sharing:

Exclusive, Handover, Multiplexing, Read Only, Proxy

• Secure Chat app example:

CPU + Memory Screen Ethernet, Storage

Spatial Handover Proxy

45



The making of Sovereign Smartphone
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Winter 2020 - Spring 2021

https://arxiv.org/abs/2102.02743
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Summer 2022
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Summer 2023
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Spring 2024
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Summer 2024
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Sovereignty for Smartphones

C

TCB

this is what the app 
needs
(controlled by the 
user/developer) 

165 M

~300k ~800k
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~2 M

Our Trusted 
lines of code



What about next generation of hardware?
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It doesn’t exist yet publicly, so…
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https://opencca.github.io 

https://opencca.github.io/


Sovereign Smartphone for next generation

56

Runtime

Sovereign 
Domain

Secure Monitor
Firmware
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https://sovereign-smartphone.github.io 

https://sovereign-smartphone.github.io/
https://sovereign-smartphone.github.io/
https://sovereign-smartphone.github.io/


Have we made progress?
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The way “chips” are built has changed…

59https://semiengineering.com/



AMD System-on-Chip (SoC)

60
Image: Fitzchens Fitz

CPU 
Die

I/O Die



The way we reason about their security hasn’t

61

New 
Attacks



AMD Infinity Fabric & Confidential Computing
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Hypervisor

Confidential 
VM (CVM)

Trusted

Untrusted

Untrusted
VM

AMD System-on-Chip (SoC)
PSPCPU

Infinity Fabric

PSP: A separate on-chip 
processor in-charge of 

security, trusted but can 
be buggy

The internal network 
connecting PSP, CPU, etc.



Infinity Fabric: Control and Data Planes

Control Fabric

Configuration registers:
who can access what

Address range Destination

RMP range
Security

Processor

CVM memory Core

Routing rulesconfigures

Data Fabric

CPU Cores Interconnect Memory GPU / I/O
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AMD’s beautifully engineered routing

CPU
Cores

PCIe
Device

Security
Processor

Infinity
Fabric

Memory
Controller

GPU

I/O Hub

Address range Destination

0xa000–b000 Memory

0xb000–c000 GPU
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Interconnect Corruption Attacks (XCA)
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Hypervisor

Confidential 
VM (CVM)

Trusted

Untrusted

Untrusted
VM

AMD System-on-Chip (SoC)

CPU

PSP

Infinity Fabric



XCA #1: Fabricked

67



asdf

AMD Confidential Computing
CVM⌇

Core 1 Core 2

CVM DRAMMemory

asdf
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asdf

Critical Data Structure: Reverse Map Table (RMP)

Core 1 Core 2

CVM DRAM RMPMemory

asdf
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asdf

Allowing CVM Access
CVM⌇

Core 1 Core 2

✓ Allow Access

CVM DRAM RMPMemory

asdf
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asdf

Blocking Unauthorized Access
Hypervisor⌇

Core 1 Core 2

✗ Stop Access

CVM DRAM RMPMemory

asdf
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asdf

Security Processor Initializes RMP

Core 1 Core 2 PSP

Initialise

CVM DRAM RMPMemory

asdf
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asdf

RMP Initialization

Core 1 Core 2 PSP

?

CVM DRAM RMPMemory

asdf
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asdf

AMD Memory Routing

Core 1 Core 2 PSP

Infinity Fabric

CVM DRAM RMPMemory

asdf
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Challenge: Reverse Engineering Infinity Fabric

Thomas Burd, Noah Beck, Sean White, Milam Paraschou, Nathan Kalyanasundharam, Gregg Donley, Alan Smith, Larry Hewitt, 

and Samuel Naffziger. "Zeppelin": An SoC for Multichip Architectures. IEEE Journal of Solid-State Circuits, 2019 75



Infinity Fabric: Question 1

Question 1:

Who configures the Infinity 
Fabric routing?

76



Infinity Fabric: Question 1

Question 1:

Who configures the Infinity 
Fabric routing?

Answer:

• Security Processor (PSP)
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Infinity Fabric: Question 1

Question 1:

Who configures the Infinity 
Fabric routing?

Answer:

• Security Processor (PSP)

• In one case, BIOS
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Infinity Fabric: Question 1

Question 1:

Who configures the Infinity 
Fabric routing?

Answer:

• Security Processor (PSP)

• In one case, BIOS
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PSP



Infinity Fabric: Question 2

Question 1: Question 2:

What happens if BIOS Who configures the Infinity (maliciously) misconfigures Fabric routing? routing?

Answer:

• Security Processor (PSP)

• In one case, BIOS

80



  Fabricked
  Attack

Infinity Fabric: Question 2

Question 1: Question 2:

What happens if BIOS Who configures the Infinity (maliciously) misconfigures Fabric routing? routing?

Answer: Answer:

• Security Processor (PSP)

• In one case, BIOS

81



asdf

Fabricked Attack: Dropping Writes

Core 1 Core 2 PSP

Infinity Fabric

DRAM

asdf
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asdf

Fabricked Attack: Compromising RMP Initialization

Core 1 Core 2 PSP

Infinity Fabric

DRAM RMP

asdf
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asdf

Fabricked Attack: Compromising RMP Initialization

Core 1 Core 2 PSP

Initialise RMP

Infinity Fabric

DRAM RMP

asdf
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Additional Challenges

BIOS Inferring Routing 
Reversing Behaviour

85



Fabricked Breaks AMD SEV-SNP

• Demonstrated two end-to-end case studies:

‣ Full guest read/write

‣ Forged attestation report

• AMD released firmware patches
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Fabricked

Corrupts the Data Plane

CVE-2025-54510

Interconnect Corruption Attacks (XCA)
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XCA #2: BreakFast
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AMD SoC

Infinity Fabric Configuration: by PSP

92

Infinity Fabric

CPU

Hypervisor

CPU

CVM PSP

Configuration

IOMMU

IOMMU



AMD SoC

Infinity Fabric Configuration: by hypervisor
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Infinity Fabric

CPU

Hypervisor

CPU

CVM PSP

Configuration

IOMMUSensor

IOMMU



AMD SoC

Infinity Fabric Configuration: Access Control
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Infinity Fabric

CPU

Hypervisor

CPU

CVM PSP

Configuration

IOMMUSensor

IOMMU



AMD SoC

Other components on the AMD SoC
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FASTREG

FASTREGCNTL

Infinity Fabric

CPU

Hypervisor

CPU

CVM PSP

Configuration

IOMMUSensor

IOMMU



AMD SoC 96

FASTREG

FASTREGCNTL

Infinity Fabric

CPU

Hypervisor

CPU

CVM PSP

IOMMU

Confusing the PSP to write attacker’s data

Configuration

IOMMU

Config.



4 GB

Infinity Fabric 
Configuration

What’s FASTREGCNTL & FASTREG?

97

FASTREG

R/W FASTREGCNTL

Window Sel
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After reverse engineering…
Arbitrary write to configuration
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AMD SoC 100

FASTREG

FASTREGCNTL

Infinity Fabric

CPU

Hypervisor

CPU

CVM

Configuration

IOMMU

Config.

PSP

IOMMU

Attacker can change the entire control plane



Fabricked BreakFAST

Corrupts the Data Plane Corrupts the Control Plane

CVE-2025-54510 CVE-2025-61971/2025-61972

Interconnect Corruption Attacks (XCA)

101



XCA #3: Staleus
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AMD enforces coherence between 
the x86 cores and the PSP via … 

103

Infinity Fabric



Staleus: Turns off coherency 

Hypervisor
Bridge config:
NoSnoop = ON

PSP
1

flips the bit 
(allowed)

DRAM

2

104



Staleus: Turns off coherency 

105

x86 
CPU

PSP
Read Addr:
0x1000

Read Addr:
0x1000



Induce Split View Between x86 CPU and PSP
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x86 
CPU

PSP

Return Data:
0xAFFE

Return Data:
0x0000

Read Addr:
0x1000

Read Addr:
0x1000



Using Split View to break SEV-SNP

What can we do with forcing the PSP to be non-coherent?
1. Force the PSP to read stale (already overwritten) data

2. Overwrite data that the PSP assumes is read-only

Then, forge a critical metadata page:
• Gives us arbitrary read and write confidential VM memory

• Breaks ALL of SEV-SNP security guarantees

• Cannot be detected by the confidential VM guest
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Fabricked BreakFAST

Corrupts the Data Plane Corrupts the Control Plane

CVE-2025-54510 CVE-2025-61971/2025-61972

Interconnect Corruption Attacks (XCA)

108

Staleus

Corrupts Coherency

CVE-2025-54509

https://xca-attacks.github.io 

https://xca-attacks.github.io/
https://xca-attacks.github.io/
https://xca-attacks.github.io/
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How can we detect & patch such 
vulnerabilities early on?
• Modern SoCs use standardized interconnect protocols

• AXI, OBI, APB, AHB, TileLink
• Advanced eXtensible Interface (AXI) is an on-chip bus protocol, used in AMD 

Xilinx, PULP, and open-source projects

• TileLink is used in Google OpenTitan 

• Staleus stems from a potential issue in the AXI-To-SDP Bridge

110



Catching bugs before they ship
• Chips are assembled from standard building blocks

• They talk to each other using shared rules
• When a block breaks those rules, 

• it becomes a security hole.

eXpect

Finds where real building blocks 
don’t follow the rules

135 violations
in 7 designs

Xray

Tests real interconnect setups for
exploitable vulnerabilities

41 vulnerabilities
in 7 interconnects

111axi-security.github.io

https://axi-security.github.io/
https://axi-security.github.io/
https://axi-security.github.io/


How can we patch such vulnerabilities early on?

If we can capture and express the expected behavior faithfully, 

Then, 

#1. we can synthesize the necessary assertions

#2. if there is an assertion violation, we can synthesize a patch

Generalize to multiple protocols, leverage LLMs

116



Stitch: Assertion-Guided Patching using LLMs

Stitch 

Automated Patching of On-chip 
protocols implementations

Patched 11 implementations across 
5 protocols

Dataset of 100 violations of 
on-chip communication 

protocols 

117

Capture the expected behavior once, an LLM can synthesize the fix

xprotocols-lab.github.io/stitch

https://xprotocols-lab.github.io/
https://xprotocols-lab.github.io/
https://xprotocols-lab.github.io/


Where do we go from here?

118
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Digital Sovereignty is an ongoing process

119

Build systems 
we can control

Example: Sovereign Smartphone
from 165M to 10K lines of trusted code

Challenge systems we are 
asked to trust

Example: New attacks on Intel and AMD, 
Tools that detect and patch chip bugs early on

+

It needs both:
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Thanks to the team behind all this work!



Summary
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Thank you!
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